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About this Manual

This Manual is applicable to iVMS-4200 Access Control Client.

The Manual includes instructions for using and managing the product. Pictures, charts, images and all
other information hereinafter are for description and explanation only. The information contained in
the Manual is subject to change, without notice, due to firmware updates or other reasons. Please
find the latest version in the company website.

Please use this user manual under the guidance of professionals.

Legal Disclaimer

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLLY AT
YOUR OWN RISKS. OUR COMPANY SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKER
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, OUR COMPANY WILL
PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS THE
APPLICABLE LAW. OUR COMPANY SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS USED
WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE LATER

PREVAILS.
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Chapter 1 Overview

1.1 Description

The iVMS-4200 Access Control Client is a client of configuring permission of door access. It provides
multiple functionalities, including access controller management, person/card management,
permission configuration, door status management, attendance management, event search, etc.

This user manual describes the function, configuration and operation steps of Access Control Client. To
ensure the properness of usage and stability of the client, please refer to the contents below and read

the manual carefully before installation and operation.

1.2 Running Environment

Operating System: Microsoft Windows 7/Windows 2008 (32-bit or 64-bit), Windows XP/Windows
2003 (32-bit), Windows 8/Windows 8.1/Windows Server 2012/Windows 10 (64-bit)

CPU: Intel Pentium IV 3.0 GHz or above

Memory: 1G or above

Video Card: RADEON X700 Series or above

GPU: 256 MB or above

Notes:

®  For high stability and good performance, these above system requirements must be met.

® The software does not support 64-bit operating system; the above mentioned 64-bit operating

system refers to the system which supports 32-bit applications as well.

1.3 Configuration Flow

Refer to the following flow chart for the configuration order.
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Chapter 2 User Registration and Login

For the first time to use the client software, you need to register a super user for login.

2.1 User Registration

Steps:

1. Double-click = on the desktop to run the client.

2. Input the super user name, password and confirm password in the pop-up window.
3. Optionally, check the checkbox Auto-login to log in to the software automatically.
4

Click Register. Then, you can log in to the software as the super user.

@ A user name cannot contain any of the following characters: /\ : * ? “< > [. And the length of
the password cannot be less than 8 characters.

@ For your privacy, we strongly recommend changing the password to something of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters,
numbers, and special characters) in order to increase the security of your product.

@ Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

When opening iVMS-4200 access control client after registration, you can log in to the client software

with the registered user name and password.

2.2 Login

Steps:

1. Inputthe user name and password you registered.

Welcome

& ' admin v

ﬂ (ooousoosl

Auto-login Forqot Password
Login

2. Optionally, check the checkbox Auto-login to log in to the software automatically.
3. Optionally, if you forget your password, please click Forgot Password and remember the

encrypted string in the pop-up window. Contact your dealer and send the encrypted string to him

6
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to reset your password.
4. Click Login.

2.3 Function Modules

After login, the control panel of the access control client is shown as follows:
Control Panel of iVMS-4200 Access Control Client:

| @ =|8|x|
o5 ContralPanel |
Basic Settings
1=k "
=] ) .
Person Management Card Management Template Access Control Permission

deleting Add ng, and delsting and editing

partments. m

iting, and deleting Ade
trollers of

rmation.

Advanced Function Attendance Management
= .
AN # —
Advanced Function Linkage Configuration Attendance Configuration Attendance Statistics
Configu alarm, Calculati d analyzing
functions ir ient the attenc results

Access Control Maintenance
.
F — g = .
— s S L]
Status Monitor Door Group Management Account Management Event Management Log Search
Displaying Ade eting the access

status and conti

Menu Bar:
File Exit Exit the iVMS-4200 Access Control Client.
Lock Lock screen operations. Log in the client again to unlock.
System Switch User Switch the login user.
Import Parameters Import client configuration file from your computer.
Export Parameters Export client configuration file to your computer.
Device Management Open the Device Management page.
Attendance Configuration Open the Attendance Configuration page.
Attendance Statistics Open the Attendance Statistics page.
Person Management Open the Person Management page.
. Card Management Open the Card Management page.
View Template Open the Template page.
Access Control Permission Open the Access Control Permission page.
Advanced Function Open the Advanced Function page.
Status Monitor Open the Status Monitor page.
Linkage Configuration Open the Linkage Configuration page.
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Door Group Management Open the Door Group Management page.

Account Management Open the Account Management page.
Event Management Open the Event Management page.
Log Search Open the Log Search page.
Control Panel Enter Control Panel interface.

Search Access Control o
Search the added access control permission.

Permission
Card Reader Configure the card reader parameters.
o] Fingerprint Machine Configure the fingerprint machine parameters.
ools
Storage Server Configure the storage server parameters.
System Configuration Enter the System Configuration page.
Apply the settings on the client to the corresponding
Download Parameters
access controller.
Click to open the User Manual; you can also open the User
User Manual (F1) )
Manual by pressing F1 on your keyboard.
Help Select the language for the client software and reboot the
Language ) )
software to activate the settings.
About View the basic information of the client software.

The iVMS-4200 access control client is composed of the following function modules:

The Device Management module provides adding, editing, and deleting of access
controllers.

The Person Management module provides adding, editing, and deleting of person and
departments.

The Card Management module provides adding, editing, and deleting the card
information.

The Template module provides adding, deleting, and editing of duration, week plan, and
holiday.

The Access Control Permission module provides adding, deleting, and applying the access
control permissions.

The Advanced Function module provides configuration of advanced functions including
access control type, anti-passing back, multiple interlocking, etc..

The Linkage Configuration module provides event alarm, event card, and client linkage
configuration.

The Attendance Configuration module provides shift schedule settings including
attendance rule, attendance check point, holiday schedule, etc..

The Attendance Statistics module provides calculating and analyzing the attendance
results.

The Status Monitor module displays access control status and provides anti-control
function.

The Door Group Management module provides adding, editing, and deleting the access
control group.

The Account Management module provides adding, editing, and deleting the user and

assigning permission.
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D The Event Management module provides searching the access control event.

The Log Search module provides searching the configuration logs and control logs.

The function modules are easily accessed by clicking the navigation buttons on the control panel or by
selecting the function module from the View menu.

You can check the information, including current user and time, in the upper-right corner of the main
page.
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Chapter 3 Hardware Management

After running the iVMS-4200 access control client, the access controller should be added to the client

for the remote configuration and management.

3.1 Device Management

Click 'Devicemanssement jcon on the control panel to enter the access controller management interface.

Device for Management (0)

Add Device Modify Remave Configure Activate Synchronization = Status Refresh All Filter
Nicknan’;a Device Serial No. | Connection Mo...| IP Port Mo. Baud Rate Dial-up Security Connection Refresh
Online Device (0) Refresh Every 80s

Add to Client Add All Modify Netinfo Reset Password Activate Filter
P Device Type Firmware Version | Security Port Device Serial No. Start Time Added

The interface is divided into two parts: Device Management area and Online Device detection area.

Device Management

Manage the access control devices, including adding, editing, deleting, and batch time
synchronizing functions.

Online Device Detection

Automatically detect online devices in the same subnet with the access control client, and the

detected devices can be added to the client in an easy way.

Note: The control client can manage 16 access controllers at most.

10
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3.1.1 Access Controller Management

Activating Device and Creating Password

Purpose:

If the access controller is not activated, you are required to create the password to activate them
before they can be added to the software and work properly.

Steps:

1. On the Device for Management or Online Device area, check the device status (shown on

Security column) and select an inactive device.

Online Device (1) ¥ Refresh Every 60s

4 AddtoClient| | & AddAIl | [% Modify Netinfo | *) ResetPassword Filter
P ’ Device Type Firmware Version | Security Port Device Serial No. Start Time Added
192.168.1.64  DS-K1T200MF-C V1.0.1build 160310 Inactive 8000 DS-K1T200MF-C20160310V010001CH557814233  2016-03-16 1... No

Click the Activate button to pop up the Activation interface.

3. Create a password in the password field, and confirm the password.

STRONG PASSWORD RECOMMENDED- We highly recommend you create a strong password of
your own choosing (using a minimum of 8 characters, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And we
recommend you reset your password regularly, especially in the high security system, resetting

the password monthly or weekly can better protect your product.

User Mame: admin
Password: ssssssse

Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.

Confirm Password: sssessss

4. Click OK to create the password for the device. A “The device is activated.” window pops up
when the password is set successfully.
5. Perform the following steps to modify the device’s network parameters.
1) Click Modify Netinfo to pop up the Modify Network Parameter interface.
Note: This function is only available on the Online Device area. You can change the device
IP address to the same subnet with your computer if you need to add the device to the
software.

2) Input the password set in step 3 and click OK to complete the network settings.

11
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Modify Network Parameter x

Device Information

MAC Address: 44-19-b6-c2-ce-33 Copy
Version: V1.0.1build 160310 Copy
Serial No.: DS-K1T200MF-C20160310V010001CH557814233 Copy
Network Information

IP Address: 10.18.130.242

Port: 8000

Subnet Mask: 255.255.255.0

Gateway: 10.18.130.254

Password: [| ]

OK Cancel

3) Click OK to save the settings.

Adding Online Devices

Purpose:

The active online devices in the same local subnet with the client will be displayed on the Online

Device area. You can click the Refresh Every 60s button to refresh the information of the online
devices.

Note: You can click to hide the Online Device area.

Online Device (1) | ¥ Refresh Every 60s
= Add to Client == Add Al [ Modify Netinfo,  * Reset Password Activate Filter
P : Device Type Firmware Version | Security Port Device Serial No. Start Time Added
10.18.130.242 DS-K1T200MF-C V1.0.1build 160310 Active 8000 DS-KIT200MF-C20160310V010001CH557814233  2016-03-16 1... No
Steps:

1. Select the devices to be added from the list.

Note: For the inactive device, you need to create the password for it before you can add the
device properly. For detailed steps, please refer to Creating the Password.
2. Click Add to Client to open the device adding dialog box.

Add Device x

Mickname: ﬂ ]
Connection Method: TCPIP v
IP Address: 192.168.1.1

Part: 2000

User Name:

Password:

12
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Input the required information.

Nickname: Edit a name for the device as you want.

Connection Type: Select TCP/IP as the connection type.

IP Address: Input the device’s IP address. The IP address of the device is obtained automatically in
this adding mode.

Port: Input the device port No.. The default value is 8000.

User Name: Input the device user name. By default, the user name is admin.

Password: Input the device password.

Click Add to add the device to the client.

(Optional) If you want to add multiple online devices to the client software, click and hold Ctr/ key
to select multiple devices, and click Add to Client to open the device adding dialog box. In the
pop-up message box, enter the user name and password for the devices to be added.

If you want to add all the online devices to the client software, click Add All and click OK in the
pop-up message box. Then enter the user name and password for the devices to be added.

(Optional) You can select the device from the list and click Reset Password to reset the device

Reset Password x

password.

Export File: Export
Import File: Impaort
Password:

Walid password range [8-16]. You can use
a combination of numbers, lowercase,
uppercase and special character for your
password with at least two kinds of them
contained.

Confirm Password:

Perform the following steps to reset the device password.
1) Click Export to save the device file on your PC.
2) Send the file to our technical engineers.
3)  Our technical engineer will send you a file or an eight-digit number to you.
® If you receive a file from the technical engineer, select Import File from Key Importing
Mode drop-down list and click | to import the file.
® [f you receive an eight-digit number from the technical engineer, select Input Key from
Key Importing Mode drop-down list and input the number.
4) Input new password in text fields of Password and Confirm Password.
5) Click OK to reset the password.

The password strength of the device can be checked by the software. For your privacy, we strongly
recommend changing the password to something of your own choosing (using a minimum of 8
characters, including upper case letters, lower case letters, numbers, and special characters) in

13
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order to increase the security of your product. And we recommend you reset your password
regularly, especially in the high security system, resetting the password monthly or weekly can

better protect your product.

Adding Access Controller Manually

Steps:

1. Click * AddDevice | 4 anter the Add Device interface.

Add Device x

Nickname:

Connection Method: TCPIP A
IP Address:

Fort 8000

User Name:

Password:

2. Input the device name.
Select the connection mode in the dropdown list: TCP/IP or COM port (1 to 5).
TCP/IP: Connect the device via the network.
COML1 to COM5: Connect the device via the COM port.
4. Set the parameters of connecting the device.
If you select the connection method as TCP/IP, you should input the device IP Address, Port No.,
User Name, and Password.
If you select the connection method as COM port, you should input the Baud Rate and Dial-up
value.
5. Click Add button to finish adding.
After adding the device successfully, you can click Status to check the detailed status of the access

controller, and you can click Configure to configure the settings of the access controller.

Modifying Device (Basic Information)

Purpose:

After adding the device, you can configure the device basic information including IP address, port No.,
etc., and you can also download or read the hardware parameters.

Steps:

[ Modify

1. Inthe device list, click button to enter the Edit Access Controller interface.

14
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Edit Access Controller x

Download Parameters Read Parameters

+ A 10739120 Basic Information Network Settings Capture Seftings
+ A 172101829

Connection Method: TCPAP [v
1P Address: 172.10.18.25
Port: 8005
UserName: admin

Password: eeessssses

+/ Enable Holiday

In the device list on the left, select the access controller device and you can edit its basic
parameters on your demand, which are the same as the ones when adding the device.

(Optional) Check the checkbox of Enable Holiday to enable the holiday parameters when
downloading permissions.

Click OK button to finish editing.

You can click Download Parameters button to download the updated parameters to the local

memory of the device.

Modifying Device (Door Information)

Edit Access Controller x
Download Parameters Read Parameters
+ 4 10739120 Door Information:
+ 4 172101820
Door Magnetic: Normal Closed ‘v
- 4 1721018.25
Door Locked Time: 0
+ [l 172101825 Door2 corlLocked Time °
+ [ 172101825 0003 Door Open for Disabled Person: 0 s
+ [l 172101825 Doort Door OpenTimeout 0 s

Enable Lock Door when Door Close: No ~
Duress Code;
Super Password

Dismiss Code:

Steps:
1. In the device list on the left, click \*' to expand the access controller, select the door (access

control point) and you can edit the information of the selected door on the right.

Door Magnetic: The Door Magnetic is in the status of Normal Closed (excluding special
conditions).

Exit Button Type: The Exit Button Type is in the status of Remain Open (excluding special

15
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conditions).

Door Locked Time: After swiping the normal card and relay action, the timer for locking the door
starts working.

Door Open for Disabled Person: The door magnetic can be enabled with appropriate delay after
disabled person swipes the card.

Door Open Timeout: The alarm can be triggered if the door has not been close

Enable Lock Door when Door Close: The door can be locked once it is closed even if the Door
Locked Time is not reached.

Duress Code: The door can open by inputting the duress code when there is duress. At the same
time, the client can report the duress event.

Super Password: The specific person can open the door by inputting the super password.
Dismiss Code: Input the dismiss code to stop the buzzer of the card reader.

Note: The Duress Code, Super Code, and Dismiss Code should be different.

Click OK button to save parameters.

Click Download Parameters button to download the updated parameters to the local memory of

the device.

Modifying Device (Card Reader Information)

Download Parameters Read Parameters
+ 43 10739120 Card Reader Information
+ 4 1721018.29
Nickname: 172.10.18.25_Reader In1
- 4 1721018.25
Enable Card Reader. No >
- B 172101825 Doort
OKLED Polarity: Cathode v
‘@ 172101825 Reader Out2 Error LED Polarity: Cathode ~
F 172.10.18.25_Door2 Buzzer Polarity. Cathode v
+ [l 172101825 Door3 Interval Between Card Swiping: 0 s
+ 1721018.25_Doord I o s
Enable Attempts Limit of Card Reading Fail.. No v
Max. Times of Card Swiping Failure: 0
Anti-Tamper Detection. No v
Detection Time for Card Reader Offline: 0 s
Mode: Normal Mode ~
Steps:
L . +
1. In the device list on the left, click to expand the door, select the card reader name and you

can edit the card reader information on the right.

You can editing the following parameters:

Enable Card Reader: Select Yes to enable the card reader.

OK LED Polarity: Select the OK LED Polarity of the card reader mainboard.

Error LED Polarity: Select the Error LED Polarity of the card reader mainboard

Buzzer Polarity: Select the Buzzer LED Polarity of the card reader mainboard

Interval between Card Swiping: If the interval between card swiping of the same card is less than
the set value, the card swiping is invalid. You can set it as O to 255.

Max. Interval When Inputting Password: When you inputting the password on the card reader, if
the interval between pressing two digits is larger than the set value, the digits you pressed before

will be cleared automatically.

16
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Enable Attempts Limit of Card Reading Failure: Enable to report alarm when the card reading
attempts reach the set value.

Max. Times of Card Swiping Failure: Set the max. failure attempts of reading card.

Anti-Tamper Detection: Enable the anti-tamper detection for the card reader.

Detection Time for Card Reader Offline: When the access controller cannot connect with the
card reader for longer than the set time, the card reader will turn offline automatically.

Mode: Select the card reader mode as normal mode (reading card) or issuing card mode (getting
the card No.).

Click OK button to save parameters.

Click Download Parameters button to download the updated parameters to the local memory of

the device.

Deleting Device

Steps:

1.

In the device list, click to select a single device, or select multiple devices by pressing Ctrl button
on your keyboard and clicking them one by one.

Click = * Remo | putton to delete the selected device(s).
Click OK button in the pop-up confirmation dialog to finish deleting.

Delete the selected device?

Time Synchronization

Steps:

1.

In the device list, click to select a single device, or select multiple devices by pressing Ctr/ button
on your keyboard and clicking them one by one.

Click | Synehrenization | 5 ,+ton to start time synchronization.

A message box will pop up on the lower-right corner of the screen when the time synchronization

is compeleted.

Viewing Device Status

In the device list, you can click Status button to enter view the status.
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_ Door Mame Door Status Door Status Door Magnetic Status

Host Status 1 Close Normal Status Close
Card Reader Status 2 Close Mormal Status Close
Alarm Input Status 3 Close Mormal Status Close
Alarm Output Status 4 Close Mormal Status Close

Event Sensor Status

Door Status: The status of the connected door.

Host Status: The status of the host, including Storage Battery Power Voltage, Device Power Supply
Status, Multi-door Interlocking Status, Anti-passing Back Status, Host Anti-Tamper Status.

Card Reader Status: The status of card reader.

Alarm Input Status: The alarm input status of each port.

Alarm Output Status: The alarm output status of each port.

Event Sensor Status: The event status of each port.

Remote Configuration

In the device list, select the device and click # Configure | ptton to enter the remote configuration
interface. On this interface, you can set the detailed parameters of the selected access controller. For

details about the remote configration, please refer to the User Manual of the Access Controller.

Remote Configuration x

= @ System Displaying the Device Information
@ General
Device Type: DS-K1T105M-C Local Trigger Number: 1
2 System Maintenance
Electric Lock Number: 1 Local RS-485 Number: 1
& Security
B Device Serial No..  DS-K1T105M-C20150828V010000CH546414456
@ Password Management
Version Information
+ @ Network
. Firmware Version: V1.0.0 build 150828
+ @ Alarm
. Hardware Version 0x10001
+ @ Other
+ & Operation
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3.1.2 Network Settings

Purpose:

In the network settings interface, the network settings of the device can be uploaded and reported.

Uploading Mode Settings

|

Network Settings

Uploading Mode Setiings  Network Center Seftings Wireless Communication Center Settings

Center Group: Center Group1 |v
4 Enable
Report Type: Alarm Data |v
Uploading Mode Settings:
Main Channel:  Close |v

Backup Channel. Close |

Steps:

1. In the Edit Access Controller interface, click Network Settings button to enter the network
settings interface.

2. Click the Uploading Mode Settings tab.

3. Select the center group in the dropdown list.

4. Check the Enable checkbox to enable the selected center group.

5. Select the report type in the dropdown list.

6. Select the uploading mode in the dropdown list. You can enable N1/G1 for the main channel and
the backup channel, or select off to disable the main channel or the backup channel.
Note: The main channel and the backup channel cannot enable N1 or G1 at the same time.

7. Click OK button to save parameters.

Network Center Settings

Network Settings

|

Uploading Mode Settings Mefwork Center Seftings Wireless Communication Center Settings

Center Group: Center1 ‘v
IP Address:

Port 0

Protocol Type: |ehome ‘V|

Account:

Steps:
1. In the Edit Access Controller interface, click Network Settings button to enter the network

settings interface.
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Click the Network Center Settings tab.

Select the center group in the dropdown list.

Input IP address and port No..

Select the protocol type as Ehome. The default port No. for Ehome is 7661.

o vk wNnN

Set an account name for the network center. A consistent account should be used in one
platform.

7. Click OK button to save parameters.

Note: The port number of the wireless network and wired network should be consistent with the port

number of Ehome.
Wireless Communication Center Settings

Network Settings *

Uploading Mode Settings Metwork Center Settings | Wireless Communication Center Seftings

APN Name: CMNET .
SIM Card Mo
Center Group: Center1 A
IP Address:
Port 0

Protocol Type: |ehome w

Account

Steps:

1. In the Edit Access Controller interface, click Network Settings button to enter the network
settings interface.

Click the Wireless Communication Center Settings tab.

Select the APN name as CMINET or UNINET.

Input the SIM Card No..

Select the center group in the dropdown list.

Input the IP address and Port No.

Select the protocol type as Ehome. The default port No. for Ehome is 7661.

O N vk wN

Set an account name for the network center. A consistent account should be used in one
platform.

9. Click OK button to save parameters.

Note: The port number of the wireless network and wired network should be consistent with the port

number of Ehome.

3.1.3 Capture Settings

Purpose:
In the capture settings interface, you can set the parameters of capture linkage and manual capture.
Note: Before setting the capture setting, you should configure the storage server for picture storage.

For details, refer to Chapter 7.3.4 Storage Server Configuration.
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Linked Capture

Capture Settings x

Linked Capture | Manual Capture

Capture Times: 0 (2
Capture Interval 1 ms
Capture Interval 2 ms
Capture Interval 3 ms
Capture Interval 4: ms

Steps:
1. In the Edit Access Controller interface, click Capture Settings button to enter the capture settings

4.

interface.

Select the Linked Capture tab.

Set the linked capture times once triggered.

Set the capture interval according to the capture times.

Click Save to save the settings.

Manual Capture

Steps:

1.

In the Edit Access Controller interface, click Capture Settings button to enter the capture settings
interface.

Select the Manual Capture tab.

Select the resolution of the captured pictures from the dropdown list.

Note: The supported resolution types are CIF, QCIF, 4CIF/D1, SVGA, HD720P, VGA, WD1, and
AUTO.

Select the picture quality as Best, Better, or Normal.

Click Save to save the settings.

You can click Restore Default Value to restore the parameters to default settings.
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Capture Settings x

Linked Capture Manual Capture

Picture Size: | CIF [«

Picture Quality  Best |~

Restore Def..

3.2 Door Group Management

=
=
—
Click PeorGroupiianagement jcon on the control panel to enter the Door Group Management interface.

+ Add Group X Delete Group
Search... o] Import Modify 3 Delete Filter

Serial No. | Door Name Belong to Controller Door Camera Position

The interface is divided into two parts: Group Management area and Access Control Point
Management area.
® Group Management
The access control points can be added to different groups to realize the centralized
management.
®  Access Control Point Management
Manage the specific access control point (door) under the group, including importing, editing

and deleting access control point.
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3.2.1 Access Control Group Management

Adding Group

Before you can manage the doors, you need to create groups first.
Steps:
1. Click = ¥ AddGrour | pitton on the left to pop up the Add Group dialog.

Add Group

Name: [Test_Group|

2. Input the group name in the text field and click OK button to finish adding.

Editing Group

After adding the group, you can move the mouse to the group name and click to pop up the
Modify Group dialog box.

Or you can double click the group to edit the group name.

Deleting Group

You can move the mouse to the group name and click . to delete the selected group.

 Delete Group

Or you can click to select the group and click to delete it.

Note: All the access control point in the group will be deleted.

3.2.2 Access Control Point Management

After adding the group, you can import the access control point of the added access controller to the

group.
Importing Access Control Point

Steps:

4= Import

1. Select the added group, and click button to pop up the access control point importing

interface as follows.
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T
Access Control Paint Group +
Search P Search j+]

A 172101829 ¥ 10739120 Door3
- & 172101825 ¥ 10739120 Door2

§ 1721018.25 Doord W 17210.18.25 Door3
B 1721018.25 Door2
W 17210.18.25 Doorl

W 17210.18.29 Doorl

Import

Import All

Select the access control point to import from the access control point list on the left.

Select an added group to import the access control point on the right.

Click Import button to import the selected access control points or you can click Import All to
import all the available access control points to the selected group.

(Optional) You can click * button on the upper-right corner of the window to create a new
group.

Move the mouse to the added group or access control point and click or . to edit or
delete it.

Note: Up to 64 access control points can be imported to the door group.

Editing Access Control Point

Steps:

1.

Check the checkbox to select the imported access control point in the list and click hodily
button to edit the access control point.

You can edit the access control point name and the position.
You can view the card reader under the selected access control point.
Click OK to save the settings.

Deleting Access Control Point

Check the checkbox to select the imported access control point and click ¥ Delete | ptton to delete
the selected access control point.
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Chapter 4 Permission Configuration

You can add the department and person to the client for management, and add card for access control.
You can set the schedule template and configure the access control permission via the client.

4.1 Person Management

™

Click PersonManagement icon on the control panel to enter the Person Management interface.

You can add, edit, and delete the department and person in Person Management module.

Add Department Delete Department | Person Management

Search.. P Add Person Edit Person Delete Per...  IssueCar.. | ImportPi.. | ImportPe...| ExportPe..| Filter

_ : Serial No. | Name Gender Department ID Me. ID Type Contact Phone Mo, Card Management,

Total:0 Page: 11 Page Goto
The interface is divided into two parts: Department Management and Person Management.
® Department Management
You can add, edit, or delete the department as desired.
® Person Management
After adding the department, you can add the person to the department for further

management.

4.1.1 Department Management

Adding Department

Steps:
1. In the department list on the left, the Default Department already exists in the client as the

parent department of all departments.
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Add Department

2. Select the upper department and click button to pop up the adding department

interface to add the lower department.

Upper Department. Default Department

Department Mo: A2BAG556CEBTA417CAD1BTC3ITIB0FDTAA

Depariment Name: [|

3. Input the Department Name as desired.

4. Click OK to save the adding.

Notes:

® You can add multiple levels of departments according to the actual needs. Click a department as

the upper-level department and click | AddDepatment

button, and then the added department
will be the sub-department of it.

® Upto 10 levels can be created.

Editing and Deleting Department

You can double-click the added department to edit its name.

You can click to select a department, and click | DeleteDepantment | ,,,+t5n to delete it.

Notes:

® The lower-level departments will be deleted as well if you delete a department.

® Make sure there is no person added under the department, or the department cannot be
deleted.

4.1.2 Person Management

After adding the department, you can add person to the department and manage the added person
such as issuing card in batch, importing and exporting person information in batch, etc..

Note: Up to 3000 persons can be added.

Adding Person (Basic Information)

Steps:
1. Select a department in the department list and click Add Person to pop up the adding person
interface.

2. Click Basic Information tab to input the person’s basic information.
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Add Person x

Basic Information | Fingerprint

Person Mo.. 2015032119300836
*Name:
Gender: @ Male _ Female
ID Type: 1D v
ID Mo

Department. nan Resource Department

Contact No

Upload Picture
Address:

The Person No. will be generated automatically and is not editable.
Input the basic information including person name, gender, ID type, ID No., contact No., and
address.
5. Click Upload Picture to select the person picture from the local PC to upload it to the client.
Note: The picture should be .jpg, or .jpeg format.
6. Click OK to finish adding.

Adding Person (Fingerprint)

Before inputting the fingerprint, you should connect the fingerprint machine to the PC and set its
parameters first. For details, refer to Chapter 7.3.3 Fingerprint Machine Configuration.
Steps:

1. Inthe Add Person interface, click Fingerprint tab.

Add Person x

Basic Information  Fingerprint

Start Regi... Delete Fi... Delete All

Note: Click Start Register to start collecting the fingerprint.

2. Click Start Register button, click to select the fingerprint to start collecting.
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3. Lift and rest the corresponding fingerprint on the fingerprint scanner twice to collect th
fingerprint to the client.
You can select the registered fingerprint and click Delete Fingerprint to delete it.
You can click Delete All to clear all fingerprints.

4. Click OK to save the fingerprints.

Editing and Deleting Person

You can double-click the added person to edit its basic information and fingerprint.

Or you can check the checkbox to select the person and click Edit Person to edit it.

You can click to select a person, and click Delete Person to delete it.

Note: If a card is associated with the current person, the association will be invalid after the person is

deleted.

Importing and Exporting Person Information

The person information can be imported and exported in batch.

Steps:

1. After adding the person, you can click Export Person button to export all the added person
information to the local PC including person No., person name, gender, ID type, ID No.,

Department, telphone No., and contact address.

Export Person

Saving Path:

Mote: The operation will export all the existing persons.

Click =/ to select the path of saving the exported Excel file.
Click OK to start exporting.
2. To import the Excel file with person information in batch from the local PC, click Import Person

button.

Import Person

Please select the file to import.

Import File:

Download Person Importing Template

You can click Download Person Importing Template to download the template first.
Input the person information to the downloaded template.

Click =/ to select the Excel file with person information.
Click OK to start importing.

e
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Importing Person Picture

After adding the person information to the client, you can also import person picture to the client in

batch.
Steps:

1. Click Import Picture button.

Import Picture x

ZIP File:

2. Click
Notes:

Select the picture to import (<=100 MB)

The person picture and the person No. have the same nami
ng rule. Each picture should be less than 2 MB and in jpg for
mat. Please upload the picture after packing the file as a zip

file with no larger than 100 MB.

to select the package with person pictures and click OK to start importing.

® The picture name should be the same as the corresponding person’s person No..

Each picture should be less than 2 MB and should be in .jpg format.

[ ]
® The package file should be .zip file.
® The package file should be less than 100 MB.

Card Operation

Select the person and click L1 for further operation such as issuing card, editing card No., , reporting

card loss, card replacement, and returning card.

Card Operation ®

Person Information

Card Holder Name:  Cindy

ContactNo: 55555

Card Operation
Serial No. Card No-.
1 1234567891
2 4512124546

Department:
1D No.:

Card Type Effective Time
Report Card Loss  2016-03-08 00:00:00

Mormal Card 2016-03-09 00:00:00

Default MHuman Resource Department

98765432

Expiry Time Issue Card

2036-12-31 23:53:59 Change Card
2036-12-31 23:50:59 Report Card Loss

Cancel Card Loss
Card Replacement

Return Card

You can click More to view the person details.
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For details about these operation, please refer to Chapter 4.2 Card Management.

Issuing Card in Batch

After adding the card information to the client, you can issuing card for the person in batch. For details

about adding the card, please refer to Chapter 4.2 Card Management.
Steps:
1. Check the checkbox to select the person for issuing card.

2.  Click Issur Card in Batch button to enter the following interface.

Issue Card in Batch x

Effective Time:  2016-03-21 00:00:00 ﬁ, Expiry Time: | 2036-12-31 23:59:59 Ef,
Open card for the following persons

Serial No Person Name Department Telephone No Card Mo
1 Wendy Default /Hum... 987654321

2 Cindy Default /Hum... 55555

3. Click B to set the effective time and expiry time of the card. Click OK to save the time settings.

4. Inthe person list, you can view the selected person details including person name, department,

and telephone number.

Click =/ to select card to be issued to the person.
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Select Card x

Please select card to change.

Serial No

Total45 Page:1i1

Card No.
12345
12346
12347
12348
12349
12350
12351
12353
12354
12355
12356
12357
12358
12359

12360

Search

LIRE | » | M| Page Goto

Select the card from the card list and click OK to save the settings.

You can input the card No. and click Search button to search the card.

5. Click OK to complete the card issuing.

4.2 Card Management

=)
s |

Click Cardmanasement on the control panel to enter the card management interface.

Empty Card| Normal Card Lost Card

Empty Card List
= AddCard | Issue Card 3 Delete

Serial No. | Card No.

i 123456789

Total:1 Page:1i1

Search...

L 2]

Page

Search

Goto

There are three card types: Empty Card, Normal Card, and Lost Card.

Empty Card: A card has not been issued with a person.
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Normal Card: A card is issued with a person and is under normal using.

Lost Card: A card is issued with a person and is reported as lost.

4.2.1 Empty Card

Click Empty Card tab to manage the empty card first.

Empty Card | Normal Card Lost Card

Empty Card List
= Add Card Issue Card ¥ Delete Search... Search
Serial No. | Card No.

i 123456789

Adding Card

Before you start:
Make sure a card reader is connected to the PC and is configured already. Refer to Chapter 7.3.2 Card
Reader Configuration for details.
Steps:
1. Click ¥ A99Card b tton to pop up the Add Card dialog box.
2. Two adding methods are supported.
<> Adding Single Card
Select Single Adding as the adding mode and input the card No..
Note: The Card No. should be 1 to 10 digits.

Adding Method: ® Single Adding Batch Adding

Enter Card Ma.:

<> Batch Adding Cards

Select Batch Adding as the adding mode. Input the start card No. and the end card No..

Notes:

® The start card No. and the last card No. should be the with same length. E.g., the last card
No. is 234, then the start card No. should be like 028.

® The Card No. should be 1 to 10 digits.
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Add Card x

Adding Method: . Single Adding @ Batch Adding

Start Card Mo.:

End Card Mo.:

3. Click OK button to finish adding.

X Delete

4. You can check the checkbox of the added card and click to delete the card.

Issuing Card

After adding the card to the client, you can issue it to the corresponding added person. You can also
issuing the cards to persons in batch. For details, refer to Chapter 4.1.2 Person Management.

Steps:

Issue Card

1. Click an added empty card in the list and click button to issue the card with a person.

You can also double click the empty card in the card list to enter the Issue Card interface as

Card Mo.: 12370 Card Password:

follows.

Effective Time:  2016-03-21 00:00:00 m Expiry Time:  2036-12-31 23:59:59 m
Please choose person node to issue card.

Search... p

=) E Human Resource Department
Wendy

Cindy

Please choose responding fingerprint for card:

2. Input the password of the card itself. The card password should contain 4 to 8 digits.

3. Click & to set the effective time and expiry time of the card. Click OK to save the time settings.
4. Click to select a person and select a fingerprint for the card.
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5. Click OK to finish issuing card.

Notes:

® The issued card will disappear from the Empty Card list, and you can check the card information

in the Normal Card list.
® Up to 2000 cards can be added.

4.2.2 Normal Card

After adding the empty card to the client and issue the card to the person, the card will be displayed

in the Normal Card list.

Click Normal Card tab in the card managemet interface to show the Normal Card list. You can view all

the issued card information, including card No., card holder, and the department of the card holder.

Empty Card MNormal Card - Lost Card
MNormal Card List
Change Card = Return Card  ReportCar... SetPassword Import Export Search... Search
W Serial No. | Card Ne. Type Card Holder Name | Department
1 123456789 Normal Card Wendy Default Department
Editing Card

You can double click the normal card in the list to modify the card linked person information.

Modify Card-involved Information x

Card No.: 12352 Card Password:
Effective Time: 2016-03-09 00:00:00 E Expiry Time: | 2036-12-31 23:59:59 m
Please choose person node to issue card.
Search... P

= E Default Department

= E Human Resource Department

Cindy

Please choose responding fingerprint for card:

You can modify the card effective time and expiry time, and you can change the person and select the

conrresponding fingerprint to issue the card again.

Changing Card

Steps:
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1. Check the checkbox to select a normal card and click Change Card button to change the

associated card for card holder.

Change Card *

Old Card Mo.: 12352
Card Status: Mormal Card
Card Holder No.:  2016030817552595
Card Holder Name: Wendy

MNew Card Mo.:

2. Inthe pop-up window, click =/ and select another card in the popup window to replace the
current card.

3.  Click OK to save the changes.

Returning Card

Steps:

1. Check the checkbox to select an issued card and click Return Card button to cancel the assotiation
of the card. Then the card will disappear from the Normal Card list, and you can find it in the
Empty Card list.

2. Click OK to comfirm the operation.

Reporting Card Loss

Steps:
1. Check the checkbox to select an issued card and click Report Card Loss button to set the card as
the Lost Card, that is, an invalid card.

2. Click OK to comfirm the operation.

Setting Card Password

Steps:
1. Check the checkbox to select an issued card and click Set Password button to set the password

for the card.
Set Password
CardMo.: 12352

Card Password:

Confirm Password:

2. Input the card password and confirm the password. The card password should contain 4 to 8
digits.
3. Click OK to save the settings.
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Note: The password will be required when the card holder swiping the card to get enter to or exit
from the door if you enable the card reader authentication mode of Card and Password, Password
and Fingerprint, and Card, Password, and Fingerprint. For details, refer to Chapter 4.7.2 Card Reader

Authentication.

Importing and Exporting Cards

Steps:
1. Toimport the card and person information from the local PC, click Import button to pop up the

following dialog box.

Import Person and Card Information

Pleasze select the file to import.

Import File:

Download Person and card Information Template

Click Download Person and Card Infotmation Template to download the template for importing.
In the template file, input the card holder name and the corresponding card No..
Note: The Card No. should be 1 to 10 digits

Click ! to select the template file with card and person information.
Click OK to start importing.

2. To export all the normal card information to the local PC, click Export button to pop up the

following dialog box.
Click = to select the path to save the exported file.
Export Person and Card Information
Saving Path:

Mote: All card and person information of normal cards will be exported.

Click OK to start exporting. All the normal cards with card holder name and card No. will be

exported to the Excel file.

4.2.3 Lost Card

You can manage the card which is reported as lost, including canceling card loss and replacing card.
Click Report Card Loss tab in the card managemet interface to show the Lost Card list. You can view all

the lost card information, including card No., card holder, and the department of the card holder.
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Empty Card Mormal Card | LostCard

Lost Card List
Cancel Car_ Replace Card Search..
) Serial No. | Card No. Type Card Replaced | Card Holder Name | Department

1 123456789 Report Card Loss No Wendy Default Department

Search

Canceling Card Loss

Steps:
1. Check the checkbox to select the lost card in the list.
2. Click Cancel Card Loss button to resume the card to the normal card.

3. Click OK to confirm the operation.

Card Replacement

Steps:
1. Check the checkbox to select the lost card in the list.

2. Click Replace Card button to issue a new card to the card holder replacing for the lost card.

Replace Card *

Old Card Mo.: 1234567891
Card Status: Report Card Loss
Card Holder No.:  2016030818260397
Card Holder Name:  Cindy

MNew Card Mo.:

3. Click =/ button to select another card in the popup window as the new card and the predefined

permissions of the lost card will be copied to the new one automatically.

4. Click OK to save the changes.

4.3 Schedule Template

=i

Click ‘Template. on the control panel to enter the schedule template interface.
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[@ weekPlan "] Holiday Group  F=| Template

4 Add Week.. ¥ Delete W.. | Propery H save

Search... p

- Week Plan Mame Disable Week Plan by Default
[71] Enable Week Plan by Default !

i

Remark: week plan is on, swiping card is invalid for the whole day.
Copyto. 3 Delete D... T Clear

0 2 4 6 8 10 12 14 16 13 20 22 24

won S
[1] £ 4 6 8 10 12 14 16 13 20 22 24

Tue (S
0 & 4 6 8 10 12 14 16 18 20 2 24
.|
1] & 4 6 8 10 12 14 16 18 20 2 24

Thu |
0 2 4 6 8 10 12 14 16 13 20 22 24

Fri S
[1] £ 4 6 8 10 12 14 16 13 20 22 24

sat (S S
0 F 4 6 8 10 12 14 16 18 20 22 24

S |

You can manage the schedule of access control permission including Week Plan, Holiday Plan, and

Template.

4.3.1 Setting Week Plan

Click Week Plan tab to enter the Week Plan Management interface.

The client defines two kinds of week plan by default: Enable Week Plan by Default and Disable Week
Plan by Default, which cannot be edited. You can define custom plans on your demand.

Steps:

1. Click  * AddWeek. | b tton to pop up the adding plan interface.

Add Week Plan

Week Plan Name:

Input the name of week plan and click OK button to add the week plan.
Select the added week plan in the plan list on the left and you can view its property on the right.

You can edit the week plan name and input the remark information.

vk W

On the week schedule, click and drag on a day to draw on the schedule, which means in that
period of time, the configured permission is activated.

Note: Up to 8 time periods can be set for each day in the schedule.

6. When the cursor turns to ﬂ, you can move the selected time bar you just edited. You can also
edit the displayed time point to set the accurate time period.

When the cursor turns to -“’, you can lengthen or shorten the selected time bar.

38



User Manual of iVMS-4200 Access Control Client

7. Optionally, you can select the schedule time bar,
and then click Delete Duration to delete the selected time bar,
or click Clear to delete all the time bars,
or click Copy to Week to copy the time bar settings to the whole week.

8. Click Save to save the settings.

4.3.2 Setting Holiday Group

Click Holiday Plan tab to enter the Holiday Plan Management interface.

| weekPlan |[E=| Holiday Group |5 Template

4 Add Holi... 3 Delete H.. | Property H save

Search. o]

Holiday Group: Long Holiday

Remark:

Haoliday List <k Add Holiday Prev Page MNext Page
Serial No. | Start Date End Date Duration Operation
0 2 4 B ® W 12 14 16 13 2 2 2 =
1 wozo1s [ amois [T 3O

Steps:
1. Click Add Holiday Group button on the left to pop up the adding holiday group interface.

Add Holiday Group

Holiday Group Mame:

Input the name of holiday group in the text filed and click OK button to add the holiday group.

3. Select the added holiday group and you can edit the holiday group name and input the remark
information.

4. Click =T AddHolday | 5000 on the right to add a holiday period to the holiday list and configure the
duration of the holiday.
Note: Up to 16 holiday can be added to one holiday group.
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1)

2)

3)
4)

Holiday List 4 Add Holiday Prev Page Next Page
Serial Mo. | Start Date End Date Duration Operation
o 2 d & g8 w12 14 1 18 0 22 24 =
: wozots [ aseote [ peee——— - 0 %
o 2 4 ) 8 12 14 16 18 20 22 24 =
2 3232016 [ 13512016 [ e —— - 0 X

On the period schedule, click and drag to draw the period, which means in that period of
time, the configured permission is activated.

Note: Up to 8 time durations can be set for each period in the schedule.

When the cursor turns to ﬂ you can move the selected time bar you just edited. You can
also edit the displayed time point to set the accurate time period.

When the cursor turns to , you can lengthen or shorten the selected time bar.
Optionally, you can select the schedule time bar,

and then click “* to delete the selected time bar,

or click [in] to delete all the time bars of the holiday,

orclick & to delete the holiday directly.

5. Click Save to save the settings.

Note: The holidays cannot be overlapped with each other.

4.3.3 Setting Schedule Template

After setting the week plan and holiday plan, you can configure the schedule template.

Note: The priority of holiday group schedule is higher than the week plan.

The client defines two kinds of template by default: Default Enable Schedule Template and Default

Disable Schedule Template, which cannot be edited. You can define custom templates on your

demand.

Steps:

1. Click Add Template to pop up the adding template interface.

Add Template

Template Mame:

Input the template name in the text filed and click OK button to add the template.

3. Select the added template and you can edit its property on the right. You can edit the template
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name and input the remark information.

Select a week plan to apply to the schedule.

Click Week Plan tab and select a plan in the dropdown list.

You can also click Add Week Plan to add a new week plan. For details, refer to Chapter 4.3.1
Setting Week Plan.

[m weekPlan ||| Holiday Group

WeekPlan |Enable Week Plan by Default | | & AddWeek .

= =
= =)
o 3

(1] 2 4 [ 8 10 12 14 16 18 20 22 24
wed | S N
0 2 4 3 8 10 12 14 16 18 20 22 24
Thu | O O
(1] 2 4 3 8 10 12 14 16 18 20 22 24
F | S
(1] 2 4 [ 8 10 12 14 16 18 20 22 24

Gat

W
c
=

Select holiday groups to apply to the schedule.
Note: Up to 4 holiday groups can be added.

T WeekPlan [ Holiday Group

Holiday Group to be Selected The selected holiday group
Add Holi
+ Serial Mo. | Heliday Group Name Remark
Search.. P

1 Leng Holiday

=+ Add

¥ Delete

i Clear

Click to select a holiday group in the list and click b to add it to the template. You can
also click Add Holiday Group to add a new one. For details, refer to Chapter 4.3.2 Setting Holiday

Group.

¥ Delete to

You can click to select an added holiday group in the right-side list and click
delete it.
You can click = T €2 | {5 delete all the added holiday groups.

Click Save button to save the settings.

4.4 Door Status Duration Management

Purpose:

You can schedule weekly time periods for a door to remain open or closed.
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Lo

Click Stamsionior jcon on the control panel and click | StatUs Buration | ,tton to enter the Status

Duration interface.

Status Duration x

Access Control List & Access Control ... Door Status Configuration @] copyto, ke save
Search P B Remain Open Remain Closed Copy to Week ¥ Delete Duration I Clear
- 4% 10739120

B 10.7.39120_Door2

[E 10739120 Door3

[E 10739120 Doord
+ 48 172101829

+ 4 172101825

Fri

Sat

Steps:

1. Click to select a door from the access control list on the left.

2. On the Door Status Configuration panel on the right, draw a schedule for the selected door.

1) Select a door status brush as =~ ®RemainOpen | 4, Remain Closed

Remain open: The door will keep open during the configured time period. The brush is
marked as -
Remain Closed: The door will keep closed during the configured duration. The brush is
marked as .

2) Click and drag on the timeline to draw a color bar on the schedule to set the duration.

Door Status Configuration %] Copy to H Save

B Remain Open Remain Closed Copy to Week ¥ Delete Duration m Clear

Fri

Sat
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Note: The min. segment of the schedule is 30min.

When the cursor turns to M, you can move the selected time bar you just edited. You can also
edit the displayed time point to set the accurate time period.

When the cursor turns to -“’, you can lengthen or shorten the selected time bar.

3. Optionally, you can select the schedule time bar and click Copy to Other Day to copy the time bar
settings to the other dates

4. You can select the time bar and click Delete Duration to delete the time period.
Or you can click Clear to clear all configured durations on the schedule.
Click Save to save the settings.

You can click Copy to button to copy the schedule to other doors.

7. Click & AccessContiol . 46 nonup the Access Control Status Downloading dialog box.

Access Control Status Downloading x

Selectthe access control point to download parameters.
Search... P
+ [ 4% 10739120
+ ) 48 172101829
-/ 48 1721018.25
172.10.18.25_Doorl
172.10.18.25_Door2
172.10.18.25_Door3
172.10.18.25_Doord

Select a control point and click OK to download the settings to access control point.

Note: The door status duration settings will take effect after downloading the settings to the
access control point.

4.5 Linkage Configuration

P

Click tinkageConfiquration: on the control panel to enter the Linkage Configuration interface.
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Event Alarm Linkage Ewent Card Linkage ClientLinkage

Event Alarm Linkage J; Download Settings Propery H Save
Search [+}
Host Buzzer: Mot Link Link
Reader Buzzer.
- 4 172101829 MName Property
/& 17210.18.29_Eventl
/& 17210.18.29_Event?
22 172101825
Alarm Output:
Mame Property
Doaor:
Mame Open Close

You can set alarm linkage modes of the access controller, including event alarm linkage, event card
linkage, and client linkage.

4.5.1 Event Alarm Linkage

Purpose:

The event alarm (refer to the triggers of the access controller) can be linked to some actions (e.g.,
alarm output, host buzzer) when it is triggered.

Steps:

1. Click Event Alarm Linkage tab to enter the following interface.

Event Alarm Linkage | Event Card Linkage Client Linkage

Event Alarm Linkage & Download Settings ~ Property H Save
Search... P
X /| Host Buzzer Mot Link Link
M 10739120

~/ Reader Buzzer:
|
- 4 172101829 Name Property

& 172101829 Event2

. 172.10.18.29 Reader... Mot Link Link
<2 172101825

~ Alarm Qutput:
MName Property
17210.18.29_Alarm ... Mot Link Link

~ Door.
MName Open Close
172101829 Do.. Mot ... Link Mot Link Link
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2. Inthe event alarm linkage on the left, select an event alarm.

3. Check the checkbox of the corresponding linkage actions and switch the property from to

@) to enable this function.

Host Buzzer: The audible warning of controller will be triggered.

Reader Buzzer: The audible warning of card reader will be triggered.

Alarm Output: The alarm output will be triggered for notification.

Door (Open/Close): The door will be open or closed when the case is triggered.

Note: The Door cannot be configured as open or closed at the same time.

4. Click Save button to save the settings.
&

5. Click & DownloadSetings| t5 qownload the updated parameters to the local memory of the device

to take effect.

4.5.2 Event Card Linkage

In the Linkage Configuration interface, click Event Card Linkage tab to enter the following interface.

Event Alarm Linkage Event Card Linkage | ClientLinkage

Event Card Linkage &) Download Settings ~ Linkage Details Add Delete I save
search.. p Event Source:
_ Event Linkage: |Device Event Device Tamperin Card Linkage:
Linkage Target
Host Buzzer. Mot Link Lin Capture: Mot Link Link
Reader Buzzer Alarm Qutput
Name Property MName Propert
Door
Name Open Close Remain Open Remain Closed
Select the access controller from the list on the left.
Click A%d | putton to add a new linkage. You can select the event source as Event Linkage or

Card Linkage.

Event Linkage

For the event linkage, the alarm event can be divided into four types: device event, alarm input, door

event, and card reader event.

Steps:

1. Click to select the linkage type as Event Linkage, and select the event type from the dropdown

list.

®  For Device Event, select the detailed event type from the dropdown list.

® For Alarm Input, select the type as alarm or alarm recovery and select the alarm input name
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from the table.
® For Door Event, select the detailed event type and select the door from the table.
® For Card Reader Event, select the detailed event type and select the card reader from the
table.
2. Set the linkage target, and switch the property from to o« to enable this function.
®  Host Buzzer: The audible warning of controller will be triggered.
® Capture: The real-time capture will be triggered.
® Reader Buzzer: The audible warning of card reader will be triggered.
® Alarm Output: The alarm output will be triggered for notification.
® Door: The door status of open, close, normally open, and normally close will be triggered.
Note: The door status of open, close, normally open, and normally close cannot be triggered
at the same time.

3. Click Save button to save parameters.

4. Click & Download Settings 1 jownload the updated parameters to the local memory of the device

to take effect.

Card Linkage

Steps:
1. Click to select the linkage type as Card Linkage.
2. Select the card from the dropdown list.
3. Select the card reader from the table for triggering.
4. Set the linkage target, and switch the property from to @) to enable this function.
Host Buzzer: The audible warning of controller will be triggered.
Capture: The real-time capture will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.
5. Click Save button to save parameters.

6. Click & DownloadSettings v+, jownload the updated parameters to the local memory of the device

to take effect.

4.5.3 Client Linkage

Purpose:
You can assign other access controller linkage actions to the trigger by setting up a rule in client
linkage.

In the Linkage Configuration interface, click Client Linkage tab to enter the following interface.
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Event Alarm Linkage Event Card Linkage ClientLinkage

Client Linkage Settings Client Linkage Settings

Search )
aren p Event Source:

Event Linkage: |Device Event Device Tamperin...

Controller List: <3 172.10.18.29

Linkage Target

Controller List |43 172.10.18.29

I save

Alarm Output
Name Property
Door:
Narne Open
Click Add | hutton to add a new client linkage. You can select the event source as Event Linkage

or Card Linkage.

Event Linkage

For the event linkage, the alarm event can be divided into four types: device event, alarm input, door

event, and card reader event.

Steps:

1. Click to select the linkage type as Event Linkage, select the access controller as event source, and

select the event type from the dropdown list.

®  For Device Event, select the detailed event type from the dropdown list.

® For Alarm Input, select the type as alarm or alarm recovery and select the alarm input name

from the table.

® For Door Event, select the detailed event type and select the door from the table.

® For Card Reader Event, select the detailed event type and select the card reader from the

table.

2. Set the linkage target, select the access controller from the dropdown list as the linkage target,

and switch the property from to «Q© to enable this function.
® Alarm Output: The alarm output will be triggered for notification.

® Door: The door status of open, close, normally open, and normally close will be triggered.

Note: The door status of open, close, normally open, and normally close cannot be triggered

at the same time.

3. Click Save button to save parameters.

Card Linkage

Steps:
1. Click to select the linkage type as Card Linkage.

2. Select the card from the dropdown list and select the access controller as event source.
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Select the card reader from the table for triggering.

Set the linkage target, select the access controller from the dropdown list as the linkage target,

and switch the property from

to «© to enable this function.
Alarm Output: The alarm output will be triggered for notification.

Click Save button to save parameters.

4.6 Access Permission Configuration

r

Click Access Control Permission
Add Delete Download
Serial No. Person Name Department

1

Total® Page:1i

Cindy
Cindy
Cindy
Cindy
Wendy
Wendy
Wendy
Wendy

Wendy

BAiASF )/ Human...
2HAZE )/ Human...
24ih8F ) Human...
2446 )/ Human...
24iA8F ) Human...
EAASE )/ Human...
243 8F )/ Human...
EAASR )/ Human...

E43ABE[ )/ Human...

Export

Access Control

1721018.25_Doorl
1721018.25_Door2
172.1018.25_Door3
1721018.25_Doord
172.10.18.29_Doorl
17210.18.25 Doorl
172.10.18.25_Door2
1721018.25 Door3

172101825 Doord

4.6.1 Adding Permission

Purpose:

You can allocate permission for people/department to enter/exist the control points (doors) in this

section.

Steps:

1.

Import

Door Group
Test_Group
Test_Group

Test_Group

Test_Group
Test_Group
Test_Group

Test_Group

Template

Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template
Default Enable Schedule Template

Default Enable Schedule Template

Click Add icon on the upper-left side of the page to enter following interface.

Status

Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded

Downloaded

Page

icon on the control panel to enter the Access Control Permission interface.

Goto
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4.

Hew Access Control Permission x

@ Choose Type
By Person
Note: Configure access control point for person

2 ) Permission Settings

By Department

Mote: Configure access control point for department

By Access Control Point
Note: Configure access control pointto person and department

By Door Group
Mote: Configure person and department permission for door group.

O0EDR

Previous MNext Cancel

Select the permission type.

By Person: You can select people from the list to enter/exit the door.

By Department: You can select departments from the list to enter/exit the door. Once the
permission is allocated, all the people in this department will have the permission to access
the door.

By Access Control Point: You can select doors from the door list for people to enter/exit.

By Door Group: You can select groups from the door list for people to enter/exit. The
permission will take effect on the door in this group.

Note: The Door Group Permission will be available after the door group is added. For details

about the door group, refer to Chapter 3.2 Door Group Management.

Click Next to enter the Permission Settings interface.

Hew Access Control Permission x

l‘i‘] Choose Type Template Default Enable Schedule Template ~ =k Add Template
(2) Permission Settings Please choose person Please choose the access control point and the door group.
Search P | |Search p

= E! Human Resource Depart...
3 wendy
E Cindy

= D Test_Group
) 10739120 Doord
I 10.739120_Door3
) 10729120 Door2
) 172101825 Door3
] 1721018.25_Door2
) 172.1018.25 Doorl
) 1721018.29_Doorl
- | ) ungrouped
) 10739120 Doort
] 17210.18.25_Doord

Previous Finish Cancel

Click on the dropdown menu to select a schedule template for the permission.

Note: The schedule template must be configured before any permission settings. You can click
Add Template button to add the schedule template. Refer to Chapter 4.3 Schedule Template for
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details.

5. Select people/department and corresponding doors/door groups from the appropriate lists.

Please choose person. Please choose the access control point and the door group.
Search... P |Search.. P
= @ Default Department Access Control | Door Group

=)= Human Resource Depart...
E E SE D Test_Group

| /IE 3
BT . ooeso

3 Cindy O:

D Ungrouped

Click Finish button to complete the permission adding.
(Optional) You can double click Template column of the added permission in the list to edit its
permission schedule template.

You can select the added permission in the list and click Delete to delete it.

4.6.2 Downloading Permission

You can apply the added permission to the access control to take effect.
Steps:
1. Click Download to enter the Download Permission interface as follows.

Downloading Methed: @ Download All Download Changes

Please choose controller to download.
Search P
=) i All Devices
43 10739120
A 172101829
2 172101825

2. Select the Downloading Method.
® Download All: Download all the permissions in the list to the selected access controller.
® Download Changes: Download the changed permissions to the selected access controller.

3. Select an access controller and click OK button to start downloading the permission to the device.
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Downloading Result x

Permission Downloading Progress: Downloaded (100%)

] %

Filter

Device Progress Result Remark

17210.18.25 100% All Succeeded

Close

4.6.3 Importing/Exporting Permission

You can also export the added permissions information to the local PC and import the permissions in
batch from the local PC.

Steps:

1. Toimport the permission in batch, click Import button to pop up the following dialog box.

Import Access Control Permission

Selectthe file to import:

Click = to select the package file containing the permission information.
Click OK to start importing.

2. To export the permissions to the local PC, click Export button to pop up the following dialog box.

Export Access Control Permission

Saving Path:

Click =, input the permission file name as desired and select the saving path of the exported
package file containing the permission information.

Click OK to start exporting.

Note: The exported permission file is not editable.

4.6.4 Searching Access Control Permission

You can search the added access control permission via the client.

Steps:
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1. Click Tool->Search Access Control Permission on the menu to enter the following interface.

Search Access Control Permission x

Major Type: Person ~ Minor Type: |Door Group ~| Keyword: Search Reset
Serial No Name Department Door Group Access Control | Template Status
TotallD Page: 111 Page Go

2. Set the major type as the main search condition from the dropdown list. You can set it as by
person, department, door group, or access control point.

3. Set the minor type as the second search condition from the dropdown list. You can set it as by
door group or access control point.

4. You can also input the keyword of the permission.
Click Search to start searching the result.

You can click Reset the set the search condition to the default value.

4.7 Advanced Functions

Purpose:
After configuring the person, card, template, status duration, alarm linkage, and access permission,
the advanced functions of the access control client can be configured, such as access control type,

authentication password and first card.

L

Click #davancedFunction jcon on the control panel to enter the following interface.
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Access Confrol Type | Card Reader Authentication  Multiple Authentication Open Door with First Card Anti-passing Back Multi-door Interlocking  White List Password Authentication

Caontroller List £ Download Settings  Card List

Search P Add Delete Edit Filter

Card No. ’ Persen Name Effective Date Expiry Date
El Card for Disabled Person
E| Card in Blacklist
E| Patrol Card
E| Duress Card
m Super Card
EI Visitor Card

Total:0 Page: 1A 4 4 [ »l | Page

4.7.1 Access Control Type

Purpose:

The added cards can be assigned with different card type for the corresponding usage.

Note: Please set the card permission and download the permission setting to the access controller
first. For details, refer to Chapter 4.6 Access Permission Configuration.

Steps:

1. Click Access Control Type tab and select a card type.

Controller List & Download Settings, Card List
. P 14
_ CardNo. Person Name Effective Date Expiry Date
Card for Disabled Person
Card in Blacklist
Patrol Card
Duress Card
Super Card

Visitor Card

bW P e e e

Dismiss Card

Totatd Page 1M 4| |4 | > | M| Page Goto

Goto

Card for Disabled Person: The door will remain open for the configured time period for the card

holder.

Card in Blacklist: The card swiping action will be uploaded and the door cannot be opened.
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3.
4.

Patrol Card: The card swiping action can used for checking the working status of the inspection
staff. The access permission of the inspection staff is configurable.

Duress Card: The door can open by swiping the duress card when there is duress. At the same
time, the client can report the duress event.

Super Card: The card is valid for all the doors of the controller during the configured schedule.
Visitor Card: The card is assigned for visitors.

Dismiss Card: The card can be swiped to stop the buzzer of the card reader.

Notes:

® The available card types depend on the access controller type.

® [f the card is not assigned as any of the above card types, it is assigned as normal card by

default.

Click = #4949 | and select the available card.
Selectthe cardto add:
Filter
Card No. ) Person Name
12352 Wendy
123711 Wendy
12373 Wendy
Total:3 Page:1i1 LINR | » »i | Page Goto

Click OK to confirm assigning the card(s) to the selected card type.

For the Visitor Card, you can click the added card and click CIEdt | {5 edit the Max. Swipe
Times, card Effective Time and Expiry Time.

Edit Visitor Card x

Card No.: 12345
Max. Swipe Times: [E] ]
Effective Time: 2016-03-09 00:00:00 E,
Expiry Time: 2036-12-31 23:59:59 E,

Note: The Max. Swipe Times should be between 0 and 255.

Click & Download Settings| 1 410 to take effect of the new settings.

(Optional) You can click Delete to remove the card from the card type and the card can be
available for being re-assigned.
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4.7.2 Card Reader Authentication

You can set the passing rules for the card reader.

Steps:

1. Click Card Reader Authentication tab and select a card reader on the left.

2. Select a card reader authentication mode. The available authentication modes depend on the

card reader type:

Card and Password: The door can open by both inputting the card password and swiping
the card.

Note: Here the password refers to the password set when issuing the card. Refer to Chapter
4.2.1 Empty Card.

Card or Authentication Password: The door can open by inputting the authentication
password or swiping the card.

Note: Here the authentication password refers to the password set to open the door. Refer
to Chapter 4.7.8 Authentication Password.

Fingerprint: The door can open by only inputting the fingerprint.

Card or Fingerprint: The door can open by inputting the fingerprint or swiping the card.
Password and Fingerprint: The door can open by both inputting the card password and
inputting the fingerprint.

Note: Here the password refers to the password set when issuing the card. Refer to Chapter
4.2.1 Empty Card.

Card and Fingerprint: The door can open by both inputting the fingerprint and swiping the
card.

Card, Password and Fingerprint: The door can open by both inputting the fingerprint,
inputting the card password, and swiping the card.

Note: Here the password refers to the password set when issuing the card. Refer to Chapter
4.2.1 Empty Card.

3. Click and drag your mouse on a day to draw a color bar on the schedule, which means in that

period of time, the card reader authentication is valid.

Card Reader Authentication Mode:

Authentication Mode CardandP.. | B CardorAut... M Fingerprint
M Card or Fin_ Password a_ M Card and Fi_ M Card, Pass_

Card Reader Authentication Week Sechdule Seftings B Copy to Week % Delete ﬁ Clear
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4. Repeat the above step to set other time periods.
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Or you can select a configured day and click Copy to Week button to copy the same settings to
the whole week.

You can click Delete button to delete the selected time period or click Clear button to delete all
the configured time periods.

5. (Optional) Click Copy to button to copy the settings to other card readers.

Select Card Reader x

Select Card Reader to Copy to:

Search... o]
gs ____________________§
= 10.7.39120_Doorl
10.7.39.120_Reader Qut2
= 10.739120_Door2
10.7.39.120_Reader In3
10.7.39.120_Reader Outd
= 10.7.39.120_Door3
10.7.39.120_Reader In5
10.7.39.120_Reader Outb
= 10.7.39.120 Doord
10.7.39.120_Reader In7

10.7.39.120_Reader OutB8

6. Click Save button to save parameters.

7.  Click & DownloadSetings| 1, ,+40n to take effect of the new settings.

4.7.3 Multiple Authentication

You can manage the cards by group and set the authentication for multiple cards for one access

control point (door).

Steps:

1. Click Multiple Authentication tab and select an access control point (door) from the list on the
left.

2. Click Add Authentication Group button to pop up the following interface:

Multiple Authentication x
@ Card Group Management Door: 172.10.18.25_Door1 -

Card Group: 1
Add Authentication Group # 4

@ : - Card Swiping Times: 3

L 1

@ 4444 & Effective Time:  2016-03-09 00:00:00 E}
& Card Groupos ¢ Expiry Time:  2016-03-00 235959 el
& Card Group6

& Card Grougd? &

& Card Groupts

Card Group M. = Add 3 Delete
Card No ’ Person Name
12352 Wendy

12311 Wendy

Previous Next Cancel
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Click the card group from the list, and jid

to select the card to add the card group.

Note: Please set the card permission and download the permission setting to the access
controller first. For details, refer to Chapter 4.6 Access Permission Configuration.

You can click “ of the card group to edit the group name.

Input the Card Swiping Times for the selected card group.

Note: The Card Swiping Times should be larger than 0 and no more than the added card number
in the group.

Select the effective time and expiry time for the selected card group.

Note: You can also click Card Group Management button on the Multiple Authentication tab page
to set the card group.

Click Next to enter the Add Authentication Group interface.

‘Multiple Authentication x

Card Group Management Template. Default Enable Schedule Temp.. | v
'2 | Add Authentication Group Certificate Type: Local Authentication v

Offline Authentication Enable super password when offline.

Multiple Authentication Group:

1 1 4444

~

Card Groupd5
Add

X Delete

Up

sequence

Previous Done Cancel

Select the template of the authentication group from the dropdown list. For details about setting
the template, refer to Chapter 4.3 Schedule Template.

Select the certificate type of the authentication group from the dropdown list.

Local Authentication: Authentication by the access controller.

Local Authentication and Remotely Open Door: Authentication by the access controller and by
the client.

Local Authentication and Super Password: Authentication by the access controller and by the
super password.

For Local Authentication and Remotely Open Door type, you can check the checkbox to enable
the super password authentication when the access controller is disconnected with the client.

In the list on the left, the card group name will be displayed. You can click the card group and click
Add to add the group to the authentication group.

You can click the added card group and click Delete to remove it from the authentication group.

You can also click Up or Down to set the card swiping order.

10. Click Done to save the settings.

11. Click # Download Settings

button to take effect of the new settings.

Notes:

For each access control point (door), up to four authentication groups can be added.
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For the authentication group which certificate type is Local Authentication, up to 8 card groups
can be added to the authentication group.

For the authentication group which certificate type is Local Authentication and Super Password
or Local Authentication and Remotely Open Door, up to 7 card groups can be added to the

authentication group.

4.7.4 Open Door with First Card

Purpose:

The door remains open for the configured time duration after the first card swiping.

Controller List & Download Settings Access Contral Point First Card Parameters = save

Search... P Access Control Enable First Card Remain Open Remain Open Duration (Minute)

First Card List
Add Delete Filter
Card No. ’ Person Name Effective Date Expiry Date
Total:0 Page: 1 Page Goto

Steps:

1. Click Open Door with First Card tab and select an access controller from the list on the left.

2. Check the checkbox of Enable First Card Remain Open to enable this function.

3. Inthe Remain Open Duration (min), input the time duration for remaining open the door.
Note: The Remain Open Duration should be between 0 and 1440 minutes. By default, it is 10
minutes.

4. Inthe First Card list, Click Add button to pop up the following dialog box.
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Add Card x

Selectthe card to add:

Filter

Card No. Person Name

12352 Wendy

123711 Wendy

4512124546 Cindy

Total:3 Page: 11 ||« » | M| Page Goto

1) Select the cards to add as first card for the door and click OK button.
Note: Please set the card permission and download the permission setting to the access
controller first. For details, refer to Chapter 4.6 Access Permission Configuration.

2)  You can click Delete button to remove the card from the first card list.

1 Download Settings

Click Save and then click = button to take effect of the new settings.

4.7.5 Anti-Passing Back

Purpose:

You can set to only pass the access control point according to the specified path.

Notes:

Either the anti-passing back or multi-door interlocking function can be configured for an access
controller at the same time.

You should enable the anti-passing back function on the access controller first.

Setting the Path of Swiping Card (Card Reader Order)

Steps:

1.

2.
3.

Click Anti-passing Back tab and select an access control point.

ControllerList & Download Settings| Property I save
Search ]
& 1721048.29 .
First Card Read 10.7.39.120_Reader Outd ~
2 172101825

Card Reader Card Reader Afterward Enable Anti-passing Back
10.739120 Reader In1 derIn3,10.7.39.120_Reader Out4,10.7.39.120_Reader In5

10.739120_Reader Out2

10.7.39.120_Reader In3

10.7.39.120_Reader Outd

10.7.39.120_Reader In5

10.739120 Reader Outé

10.720120 Reader In7

10.739120_Reader Outd

You can select the card reader as the beginning of the path.

In the list, click the text filed of Card Reader Afterward and select the linked card readers.
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Example: If you select Reader In_01 as the beginning, and select Reader In_02, Reader Out_04 as
the linked card readers. Then you can only get through the access control client by swiping the
card in the order as Reader In_01, Reader In_02 and Reader Out_04.

Select Card Reader ®

Selectthe card reader.

Search P

() 10.739.120_Reader In3
10.7.39.120_Reader Out4
10.7.39.120_Reader In5
10.7.39.120_Reader Quth
10.7.39.120_Reader In7

10.7.39.120_Reader Qut8

Note: Up to four afterward card readers can be selected for one card reader.

Check the Enable Anti-Passing Back checkbox to enable the anti-passing back function of the
card reader.

(Optional) You can enter the Select Card Reader dialog box again to modify its afterward card

readers.

Click Save and then click & Dewnload Settings 1, 416 1 take effect of the new settings.

4.7.6 Multi-door Interlocking

You can set the multi-door interlocking between multiple doors of the same access controller. To open

one of the doors, other doors must keep closed. That means in the interlocking combined door group,

up to one door can be opened at the same time.

Notes:

The Multi-door Interlocking function is only supported by the access controller which has more

than one access control points (doors).

® Either the anti-passing back or multi-door interlocking function can be configured for an access
controller at the same time.
Steps:
1. Click Multi-door Interlocking tab and select an access control point from the list.
Controller List # Download Settings  Multi-door Interlocking List
Search... P = Add Delete Filter
& 10739120 SerialNo. | Interlacking Type Interlocking Combination

2.

Click =~ #4449 | ¢ pop up the Add Access Control Point to Interlock interface.
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Add Access Control Point to Interlock x

Please select access control pointto interlock:

Serial No. Access Control Name
2 10.7.20.120 Door2
3 10.7.39.120_Door3
4 10.7.39.120 Doord

3. Select the access control point (door) from the list.
Note: Up to four doors can be added in one multi-door interlocking combination.

4. Click OK to save the adding.
(Optional) After adding the multi-door interlocking combination, you can select it from the list
and click - % Pel®t® | t5 delete the combination.

6. Click & DownloadSetings 1 115 to take effect of the new settings.

4.7.7 White List

You can add the mobile phone number to the access controller for access permissions. The mobile
phone can control the door and the zones by sending SMS control instructions.

Steps:

1. Click the White List tab to enter the white list interface.

Controller List é, Download Settings White List Seftings == Add Delete H Save
Search...
Telephone No
4 10739120

Doar:

Access Control Mame Open Door Close Door Remain Open Remain Closed

Zone:

Alarm Input Mame Arm Disarm

2. Select the access controller from the list and click Add button.

Input the mobile number.
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4. Select the access control permission. You can check the corresponding checkbox to enable the

permission.

Door: The mobile can control the door (open, closed, normally open, or normally closed).

Zone: The mobile can arm and disarm the zone.

5. Click Save button to save parameters.

Contraller List £ Download Settings| White List Settings

Search...

4 10739120

Telephone No.: 123456789

Door:

Access Control Name Open Door Close Door Remain Open

17210.18.25_Doorl v

1721018.25 Door2 v

17210.18.25_Door3 L

1721018.25_Doord By
Zone

Alarm Input Name Arm Disarm

Alarm Input_1 v

Alarm Input_2 L

Alarm Input_3 o

Alarm Input_4 v

6. You can select the added white list and click Delete button to delete it.
7. Click # Download Settings

Notes:

button to take effect of the new settings.

® Up to 8 white lists can be added for one access controller.

Delete K save

Remain Closed

® The mobile can control the door and the zones by sending SMS control instructions. The SMS

control instruction is composed of Command, Operation Range, and Operation Object.

commands)

Instruction Content | Digit | Description Format
010-Open, 011-Closed, 020-Normally open,
Command 3
021-Normally Closed, 120-Disarm, 121-Arm
) 1-all objects with permission, 2-single
Operation Range 1 . Command#1#
operation
Starts from 1 (corresponding to different ]
. ) . . ) Command#2#Operation
Operation Object 3 doors or arming regions according to

Object#

4.7.8 Authentication Password

Purpose:

You can open the door by inputting the authentication password on the card reader keypad after

finishing the operation of setting authentication password.

Note: This authentication password function is only valid during the schedules when the card reader

authentication mode for the access controller is set as Card or Authentication Password. For details,

please refer to Chapter 4.7.2 Card Reader Authentication.

Steps:
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1. Click Authentication Password tab and select an access controller from the list.

Caontroller List & Download Settings| Card List
Search... o] = Add I Delete Filter
Card No.v Person Name Authentication Password Effective Date Expiry Date
123711 Wendy 22272 2016-03-09 2036-12-31
12373 Wendy 11111 2016-03-09 2036-12-31

2. Click Add button to enter card adding interface.

Add Card x

Select the card to add:

Filter

Card No Person Name Authentication ... | Operation
12352 Wendy G

12371 Wendy 22222 ]
4512124546 Cindy ]
Total:3 Page: 11 L INE | » | (M| Page Goto

3. Select the card to add and click ! button to pop up the password setting dialog box.
Set Password

Card No.: 12352

Authentication Password: ﬂ

Input the password for authentication. The authentication password should contain 4 to 8 digits.
Click OK to confirm the password.
Click OK button to finish adding the card.
(Optional) The added card, having added the authentication password, will display in the card list.
You can select the card in the card list, and click Delete button to delete the authentication
password settings of the selected card.

6. (Optional) You can click Add button to enter the card adding interface again and click L3 putton
to modify the authentication password.

Note: Up to 500 cards with authentication password can be added to one access controller. The

password should be unique and cannot be same with each other.
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Chapter 5 Attendance Management

Purpose:
After adding the device and person, you can set the person shift, set the holiday, manage the person
attendance and view the card swiping log.

5.1 Attendance Configuration

=

L

Click 'Attendance Confiauration: jcon on the control panel to enter the Attendance Configuration interface.

5.1.1 Shift Group Management

Purpose:
On the shift group management interface, you can add, edit, and delete shift groups for attendance
management.
Steps:
1. Click Shift Group tab to enter the following page.
& Add Modify Delete Y-

Serial No. Shift Group Name Shift Grou;‘} Ma. People Counting | Remark

2. Click = *#99 | putton to pop up the adding shift group window.

Add Shift Group x

The items with asterisk are required
[ shift Group Name | shift Group No.. 0002
Remark:
Person List Delete
Serial No. MName ) Gender Department

& Add

3. Enter the shift group name, and add button on the person list area to pop up the

person adding window.
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Add Person x

Search... ol

- ® [} Default Department
- ® [ Human Resource Department

< [ Wendy

4. Check the checkbox to select the person and click OK button and return to the shift group settings
interface.
To delete the added person, check the person from the person list, and click ¥ Delete | b tton.

5. Click OK button to complete the operation.

6. You can edit or delete the added shift groups by clicking | =1 Modil | o | % Delete | b4t

Notes:

® After deleting the shift group, the shift schedule of the shift group will be deleted as well. For
details about shift schedule, refer to Chapter 5.1.4 Shift Schedule Management.

® |f the person has been added to one shift group, he/she cannot be added to other shift groups.

5.1.2 Shift Management

Click Shift tab to enter the shift management interface.

Shift Management 4 Add Modify Delete Filter
= MNormal Shift Serial Mo. Rule Nar;m Remark
Attendance Shift
Man-Heour Shift
Total:0 Page: 1M || » | (| Page Goto

There are two kinds of shifts in this interface: Normal Shift, and Man-Hour Shift.
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Normal Shift

<> Setting Attendance Rule
Steps:
1. Click Attendance Rule to set the rule for the attendance management.

2. Click = *49  pytton to pop up the following dialog box.

Add Normal Shift Attendance Rule x

The items with asterisk are required
“Rule Mame
Remark:
Detailed Parameters
Allowable Early Duration to Go to Work: 0 min
Allowable Late Duration to Go to Worke 15 min
Late Arrival Threshold Duration: 120 min
Break Duration: 60 min
Allowable Late Duration to Get Off Work: 0 min
Allowable Early Duration to Get Off Work: 15 min
Early Leave Threshold Duration: 120 min
3. Setarule name.
4. Set detailed parameters for the attendance rule according to actual needs.
5. Click OK to save the rule.
6. (Optional) You can edit or delete the rule by clicking = = Mediv | o | % Delete | 1y 1410,
Notes:
® After deleting the rule, the normal attendance shift which has enabled the rule will be
deleted as well.
® If the shift which has enabled the rule has already set the shift schedule, the shift will not be
deleted.
<>  Setting Attendance Shift
Steps:

1. Click Attendance Shift to set the normal attendance shift.

2. Click = *49 | putton to pop up the attendance shift setting window.
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Add Normal Attendance Shift x

The items with asterisk are required

*Shift Name:

Remark:

Waorking Time Period

Waorking Time ... | On-Work Time

Durationl Day | v
Duration2 Day | v
Duration3 Day | v
Durationd Day | v

00:00:00 | -

00:00:00 | -

00:00:00 -

00:00:00 | -

“Shift No.. 0004

Oft-Waork Time

Day |v 00:00:00 -
Day |~/ O0:00:00 %
Day |~/ 00:00:00 %

Day |~/ O0:00:00 %

I Clear

Attendance Rule

Set on-work duration for the shift, and select the attendance rule from the dropdown list.

[ Modify or M Delete button.

Note: After deleting the shift, its shift schedule will be deleted as well. For details about shift

3. Set ashift name.

4,

5. Click OK button to complete the operation.

6. (Optional) You can edit or delete the shift by clicking
schedule, refer to Chapter 5.1.4 Shift Schedule Management.

Man-Hour Shift

Steps:

1. Click Man-Hour Shift to set the man-hour shift details.

2. Click = *49 | putton to pop up the man-hour shift setting window.

Add Man-Hour Attendance Shift x

The items with asterisk are required

“3hift Name:
*Daily Work Duration:  00:00:00

Remark:

Exclusions From Man-Hour Duration

Duration

Durationl
Duration2
Duration3

Durationd

N o v k~w

Start Time

00:00:00

00:00:00

00:00:00

00:00:00

Set a shift name, and daily work duration.

Click OK button to complete the operation.

(Optional) You can edit or delete the shift by clicking

*Ehift No..

Latest On-Waork Time:

End Time

00:00:00

00:00:00

00:00:00

A (el efa e |

00:00:00

[# Modify

0004
00:00:00
I Clear

(Optional) Check the checkbox of latest on-work time, and set the latest on-work time.

(Optional) Set the durations excluded from man-hour duration.

or % Delete | pyrion.
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Note: After deleting the shift, its shift schedule will be deleted as well. For details about shift

schedule, refer to Chapter 5.1.4 Shift Schedule Management.

5.1.3 Holiday Management

Steps:
1. Click Holiday tab to enter the holiday management interface.
I o= Add ) Modify X Delete Filter

Serial Mo, Holiday N;me Holiday Days Remark

2. Click = *#99 | putton to pop up the holiday setting window.

Add Holiday x

The items with asterisk are required

*Holiday Name:

Remark:

Date List = Add ® Delete

Serial No Date : Week

3. Click = ¥4 | putton to pop-up holiday adding window.

Select Date x

The items with asterisk are required
*Start Date:  3/21/2016 E *End Date:  3/21/2016 E
*Select by Week All
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

4. Set the start date and end date, select the date of week, and click OK button.
5. Click OK to save the settings.
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5.1.4 Shift Schedule Management

Purpose:

After setting the shift group and the corresponding shift and shift rule, you can set the shift schedule
for the shifts.

Steps:

1. Click Shift Schedule tab to enter the shift schedule management interface.

Shift Schedule Management 4 Add B Import ¥ Delete Y =

Search... P Serial Mo. On-Work Time Shift Name Shift Ne.

2. Select the shift group from the list on the left.
3. Click = ¥ 499 | button to pop up the shift schedule settings window.

Add Shift Schedule x

The items with asterisk are required

Shift Group Name:  shift group-test Shift Name: normal shift |v
*Effective Date:  3/21/2016 E, *Expiry Date:  3/21/2016 B
Add Holiday

Serial No. Holiday Name Holiday Days Remark

1 holiday-test 5

4. Select the shift name from the drop-down list and set the start data and end data.
(Optional) You can check the checkbox of holiday to add the holiday shift.
Click OK button to complete the operation.

5. Click OK to save the settings.

6. You can also click - B MP | +5 import the shift schedule from the local PC in batch.

Import File:

Download Shift Schedule Template

Click Download Shift Schedule Template to download the template and you can input the Shift
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Group No., Date, and Shift No. in the template.

Click =/ to select the file for importing
Click OK to start importing.

5.1.5 Attendance Check Point Management

Steps:
1. Click Attendance Check Point tab to enter the attendance check point management interface.
4 Add Maodify Delete Filter
Serial No. Check Point‘Name Check Point Type Effective Date Expiry Date Door Position Reader Name Description
1 10.7.39.120,10.7.39.120 ... On/Off-Work 2016-03-10 2016-03-10 10.7.39.120_Reader ...
2 10.7.39.12010.7.39.120 ... On/Off-Work 2016-03-10 2016-03-10 10.7.39.120_ReaderL..
3 10.7.39.12010.7.39.120 ... On/Off-Work 2016-03-10 2016-03-10 10.7.39.120_ReaderL..
4 10.7.39.12010.7.39.120 ... On/Off-Work 2016-03-10 2016-03-10 10.7.39.120_Reader ...
5 172.10.18.25 172.1018.... On/Off-Work 2016-03-10 2016-03-10 172.10.18.25_Reader...
6 172.10.18.25 172.10.18.... On/Off-Work 2016-03-10 2016-03-10 172.10.18.25_Reader...

Click = T Add |+ pop up the adding attendance check point interface as follows.

Add Attendance Check Point x

Search ol

-1 Y |
E 107.39120_Doorl
E 10739120 Door2
- H 10739120 Door3
*“H 10.7.29.120_Reader In5
“g 10.7.29.120_Reader Quts
- H 10739120 Doors
*“g 10.7.29.120_Reader In7
“g 10.7.29.120_Reader Qutd
=) 4M 172101829

- H 172101829 Doonl L
*g 172.10.18.29_Reader Inl
*H 172.10.18.29_Reader Qut2
= ) 4; 172101825
- H 172101825 Doonl
*g 172.10.18.25_Reader Inl

*Effective Date: 3/21/2016 [iL *Expiry Date: 3/21/2016 ﬁ

Check Point Type: @ On/Off Work On-Work Off-Work

Check the select the card reader of the access control point and set the start date and end date.
Select the check point type.

Click OK to save the adding.

The added check points will be displayed in the attendance check point list.

You can check the checkbox of a check point, and click == M@ | hutton to pop up the
attendance check point editing window.

You can edit the attendance check point name, start date, end date, and check point type,
controller name, door position, and card reader name.

Click OK button to complete the operation.

You can check the checkbox of a check point and click - * P | pbytton to delete the added

70



User Manual of iVMS-4200 Access Control Client

check point.

5.1.6 Adjustment Management

Click Adjustment tab to enter the adjustment management interface.
In this module, Reason Management and List Management can be realized.

Reason Management

<> Leave
You can add, edit, and delete reasons for leave on the leave interface.

Steps:
1. Click Leave tab to enter the leave interface.
4 Add Modify Delete Filter
Serial No. Adjustment Reason
1 Sick Leave
2 Personal Leave
3 Paternity Leave
4 Parental Leave
5 Maternity Leave
6 Family Reunion Leave
7 Bereavement Leave
8 Annual Leave

2. Click = *#9% | putton to pop up the adjustment reason adding dialog box.

Adjustment Reason

The items with asterisk are required
Adjustment Type:  Leave

*Adjustment Reason:

3. Enter the adjustment reason, and click OK button to save the adding.

Notes:

® The default adjustment reasons include leave for personal affairs, sick leave, marriage leave,
funeral leave, home leave, annual leave, maternity leave, and paternity leave.

®  You can check the checkbox of a reason and click . = "23% | 1y tton to edit the reason, and click

% Delete | 1 tton to delete the reason.

<> Leave in Lieu
Steps:

1. Click Leave in Lieu tab to enter the leave-in-lieu interface.

& Add Modify Delete Filter

Serial No. | Adjustment Reason

1 QOvertime Exchange Holiday

2 Business Trip Exchange Holiday

2. Click - %99 | pytton to pop up the adjustment reason adding dialog box.
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Adjustment Reason

The items with asterisk are required

Adjustment Type: Leave in Lieu

*Adjustment Reason:

3. Enter the adjustment reason, and click OK button.

Notes:

® The default adjustment reasons for leave in lieu include overtime, and business trip.

®  You can check the checkbox of a reason and click - “ M9 | hutton to edit the reason, and click

¥ Delete | b tton to delete the reason.

<> Overtime

Steps:
1. Click Overtime tab to enter the overtime interface.
4 Add Modify Delete Filter
Serial No. Adjustment Reason
1 Workday Overtime
2 Work Demand
3 Off Day Overtime
4 Holiday Overtime

2. Click = *49 | putton to pop up the adjustment reason adding dialog box.

3. Enter the adjustment reason, and click OK button.

Notes:

® The default adjustment reasons for overtime include work requirement, working day overtime,
rest day overtime, and holiday overtime.

®  You can check the checkbox of a reason and click = "9 | hutton to edit the reason, and click

% Delete | tton to delete the reason.

<> Card Replacement
Steps:
1. Click Card Replacement tab to enter the following interface.

& Add Modify Delete Filter
Serial MNo. Adjustment Reason
1 Shift Rearrangement
2 Forget to Swipe Card
3 Device Fault
4 Card Loss
5 Business Trip

2. Click = *#9 | putton to pop up the adjustment reason adding dialog box.

3. Enter the adjustment reason, and click OK button.

Notes:

® The default adjustment reasons for card replacing include forget to swipe card, attendance card
lost, device fault, shift adjustment, and business trip.

®  You can check the checkbox of a reason and click - = "9 | hutton to edit the reason, and click
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i Delete

List Management

button to delete the reason.

< Enabled List
Steps:
1. Click Enabled List tab to enter the enabled list interface.
4 Add | i Disable| 3 Delete T-
[] Serial No. Form Nvo. Person Name | Department Start Time End Time Adjustment Type | Adjustmen!
= 1 20160311162... Cindy Dafault /Human... 2016-03-11 00:00:00 2016-03-11 23:59:59 Leave Personal Le
2 20160311162... Wendy Default /Human... 2016-03-11 00:00:00 2016-03-11 23:53:59 Leave Personal Le
3 20160311162... Cindy Default /Human... 2016-03-11 00:00:00 2016-03-11 23:53:59 Leave Personal Le
4 20160311162... Wendy Default /Human... 2016-03-11 00:00:00 2016-03-11 23:5%:59 Leave Personal Le
H Add
2. Click * button to add an attendance management form.
Adjustment Type: @ Leave Leave in Lieu QOvertime Card Replacement
Adjustment Reason: Personal Leave | v
Please choose person = Add ¥ Delete
Serial No. Name- Gender | Department
Duration: | 2016-03-21 00:00:00 E, —— 2016-03-21 23:69:59 E,
3. Select the adjustment type: leave, leave in lieu, overtime, and card replacement.

Leave, Leave in Lieu, and Overtime

1) Select the adjustment reason from the drop-down list.

2) Click = Add

button to pop up the person adding window.
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Add Person

|

Select Adding Type: By Department @& By Shift Group

Search o] Al

3) Select the adding type as by department or by shift group. Select the person and click OK
button.

4) Set the time duration.
Card Replacement

1) Select the adjustment reason from the drop-down list.

2) Click +4dd | putton to pop up the person adding window.

|

Add Person
Select Adding Type: By Department @& By Shift Group

Search o] Al

3) Select the adding type as by department or by shift group. Select the person and click OK
button.
4) Set the date, attendance shift type, and card replacing time.
4. Click OK button to complete the operation

<> Disabled List
Steps:

1. In the Enabled List interface, check the checkbox of a piece of enabled list and click = D30
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button to disable the list.
2. Click Disabled List tab and the disabled list will be listed on the disabled interface.

¥ Delete Y-
(] Serial Mo, Form I'\]o. Person Mame | Department Start Time End Time Adjustment Type | Adjustmen
Lo 1 20160310132... Wendy Ef1AEF ]/Human... 2016-03-10 00:00:00 2016-03-10 23:59:59 Leave Personal Le
2 20160310132... Cindy BfiAEF]/Human... 2016-03-10 00:00:00 2016-03-10 23:59:58 Leave Personal Le
3. You can check the checkbox and click = * P=*® | o delete the disabled list.
Click Swiping Log tab to enter the card swiping log searching and viewing interface.
Query Type: By Department ~  Department: ‘Human Resource Department hd | Mame: Search
Query Scope: All ~  StartTime: 2016-03-10 00:00:00 ﬂ End Time: 2016-03-10 23:59:59 ﬂ Reset
Card Swiping Log Query [ Export

Serial Mo. Person Mame | Card No. Swiping Time Department Card Reader Reader Name Door Name Controller Name

You can search the card swiping log by two query types: By Shift Group, and By Department.
Input other search conditions and click Search to start query the card swiping log.

5.1.8 Parameters Configuration

Steps:

1. Click Parameters Configuration tab to enter the parameters configuration interface.

Attendance Effecting Type: All Card Record L
Data Saving Time: 3 Months e
Diata Expiring Prompt: Disable hd
Attendance Checking Log Clearing Time:  00:00:00
Save

2. Select the attendance effecting type, data saving time, data expiring prompt.
3. Set the attendance checking log clearing time.

4. Click Save to save the parameters.
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5.1.9 Data Management

Steps:
1. Click Data Management tab to enter the data management interface.
Calculation Period: |2015—03—21 00:00:00] fﬂ{ — 2016-03-21 00:00:00 [l Calculate
Exportimport Period: |2015—U3—21 00:00:00 Eﬂ —  2016-03-21 00:00:00 ﬂ
Export Data:
Import Data:

2. Select the date and time period for calculation and click Calculate to start calculating the
attendance data.

3. After calculation, you can also export and import the attendance data.
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5.2 Attendance Statistic

b

Click Attendance Statistics jcon on the control panel to enter the Attendance Statistics interface.

On the Attendance Statistics interface, you can search the attendance statistic, attendance result

statistics, and attendance rate statistics.

You can input the search condition including shift type, department, start date, and end date, and click

Search

You can click

After searching, you can click Export to export the searching report to the local PC.

to reset the search condition to the default value.

button to search the attendance data.

Statistics Type

Attendance Result Statistics

Attendance Rate Statistics

Shift Type: Mormal Shift

Start Date: | 3/21/2016

Aftendance Period:

Person Mame Department

Total0 Page:1i1

e

Attendance Date

Department. Default Department

End Date:  3/21/2016

Attendance Report

Shift Name

Duration

e Search

&

On-Work Attenda...

Page:

Reset

B Export

On-Work Sta
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Chapter 6 Status and Event

Purpose:
In this section, you are able to anti-control the status of the door and to check the event report of the

access control point.

6.1 Status Monitor

Purpose:
You can anti-control the door status via the client.

Click Stamsionior jcon on the control panel to enter the interface.

Access Control Group Status Information Status Duration D Open Door Close Door | Remain Open | Remain Closed @ Ccapture
Search... p
.
172.10.18.29_ 10.7.39.120_D. 107.39.120_D. 10.7.39.120_D. 10.7.39.120_D.
172.10.18.25_.. 17210.18.25_. . 172.1018.25_ . 172.1018.25_...
Feedback
Seria‘l No. Event Time Door Group Doar Operation Operation Result Capture
3 2016-03-1015:06:32 Test_Group 1721018.25 Do... Close Door Operation completed
2 2016-03-10 15:05:31 Test_Group 1721018.29_Do... Capture Operation failed Capture
1 2016-03-10 15:04:58 Test_Group 1721018.29_Do... Open Door Operation completed

6.1.1 Anti-control the Access Control Point (Door)

Purpose:

You can control the status for a single access control point (a door).

Steps:

1. Select an access control group on the left. For managing the access control group, refer to
Chapter 3.2.1 Access Control Group Management.

2. The access control points of the selected access control group will be displayed on the right.
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3. Click the following button listed on the Status Information panel to select a door status for the

Click icon on the Status Information panel to select a door.

door.

: Click to open the door once.
: Click to close the door once.
(B Remain Open|, Cjick to keep the door open.
@ Remai closea. gy 1o keep the door closed.
: Click to capture the picture.

4. You can view the anti-control operation result in the Operation Log panel.

Notes:

® If you select the status as Remain Open/Remain Closed, the door will keep open/closed until a
new anti-control command being made.

® The function of picture capturing cannot be realized until the storage server is installed.

6.2 Real-Time Access Event Alarm

Click the icon E in Alarms and Events Toolbar to show the Alarms and Events panel. Or click E to
display the Alarm Event interface.

Flle System View Tool Help iVMS-4200 Access Control Client admin 112734 " _ =

Control Panel

You can view real-time access event (such as swiping to open the door, unrecognized card number,

duration group error, etc.) information in Alarm Event interface.
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6.3 Event Management

Purpose:

You can search historical access event according to the search conditions (such as event type, name of

the person, card No. or start/end time).

;|

x §
Click Fventianagement’ jcon on the control panel to enter the interface.
EventType: Al | Start Time: 2016-03-10 00:00:00 e CR R T
Card Holder Name: ~ | EndTime: 2016-03-1023:59:59 ﬂ Search
Card No.: v
Search Result & Export
Serial ... | Event Type Card Holder | Card MNo. EventTm-qa Event Source Directi...| Capture
Person No.:
Name:
Gender:
ID Type:
ID Mo.:
Department:
Contact No.:
Contact Address:
Total:0 Page: 1l Page Goto
Steps:
1. Enter the search condition (event type/card holder name/card No./start&end time).
2. Click Search to get the search results.
3. View the event information in the event list.
4. Click an event to view the information of the card holder on the Card Holder Information panel
on the left side of the page.
5. You can click Export button to export the search results to the local PC.
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Chapter 7 System Maintenance

7.1 Log Management

Purpose:
The log files of the Access Control Client and the devices that connected to the Access Control Client
can be searched for checking.

Click 'teasearch jcon on the control panel to open the Log Search page.

Search Condition Search Result |2 Export

SEHEI'NEL Operation Type Time Content

Log Type:
5 Data Import/Export 2016-03-21 11:10:02 Export Person

# Configuration Log Control Log (4] Data Import/Export 2016-03-21 10:25:19 Export Person and Card Information.
7 Data Import/Export 2016-03-21 10:20:14 Export Person and Card Information.

Operation Type: 8 Legin 2016-03-21 09:39:56 User Login

o g Login 2016-03-20 18:06:20 Logout
10 Data Import/Export 2016-03-20 18:02:23 Export Person and Card Information.
1 Lagin 2016-03-20 15:06:52 User Lagin

Start Time:
12 Legin 2016-03-20 15:04:43 Logout

2016-03-19 00.00:00 B |12 Man-Hour Shift 2016-03-20 12:48:21 Add Man-Hour Attendance Shift:man
14 Mormal Shift 2016-03-2012:15:52 Add Mormal Attendance Shift:00111

End Time 15 Attendance Rule 2016-03-20 12:15:28 Add Normal Shift Attendance Rule1212

T RS PR o 16 Password Authentication  2016-03-20 11:51:31 Download Password Authentication
17 Password Authentication  2016-03-20 11:51:27 Add Password Authentication:12373
18 Card Reader Autentication  2016-03-20 11:51:11 Save Card Reader Permission

Q, Search 19 Card Reader Autentication 2016-03-20 11:51:02 Card reader authentication downloading eperation

20 Card Reader Autentication 2016-03-20 11:50:55 Copied the card reader authentication
21 Legin 2016-03-20 11:29:21 User Login
22 Login 2016-03-20 11:28:19 Logout
23 Legin 2016-03-20 11:24:50 User Login \—-
Total:23 Page: 11 Page Goto

7.1.1 Searching Configuration Logs

Purpose:

The operation logs via the Access Control Client can be searched by time.

Steps:

1. Open the Log Search page.

2. Select the radio button of Configuration Logs.

3. Select the Operation Type of log files. For cofiguration log, the operation type includes
department management, card managemene, access control permission configuration, ect..
Click [ to specify the start time and end time.

5. Click Search. The matched log files will display on the right.
You can check the operation time, log type and other information of the logs.

6. You can click Export to export the search result to the local PC.
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Note: Please narrow the search condition if there are too many log files.

7.1.2 Searching Control Logs

Purpose:
The logs of controlling access control point via the client can be searched by time.
Steps:
1. Open the Log Search page.
2. Select the radio button of Control Logs.
3. Select the Operation Type of log files. For control log, the operation type includes opening door,
closing door, remaining open, remaining closed, and capture.
Click [t to specify the start time and end time.
5. Click Search. The matched log files will display on the right.
You can check the operation time, log type and other information of the logs.
6. You can click Export to export the search result to the local PC.

Note: Please narrow the search condition if there are too many log files.

7.2 Account Management

Purpose:
Multiple user accounts can be added to the client software, and you are allowed to assign different

permissions for different users if needed.

Click Accountmanasement jcon on the control panel to open the Account Management page.
User List
Add Modify Delete
Index User Nar';|a Type Remark
1 admin Super User Super user. Cannot be deleted.

Note: The user account you registered to log in to the software is set as the super user.

Adding the User

Steps:

1. Open the Account Management page.

2. Click Add to open the Add User dialog box.

3. Input the user name, password and confirm password as desired. The software will judge
password strength automatically, and we highly recommend you to use a strong password to
ensure your data security.

4. Check the checkboxes to assign the permissions for the created user.

Click OK to save the settings.
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Add User x

User Name:

Password:

Confirm Pa...

Remark:

~/ Permissions 3
~ Device Management

Card Management

Person Management

Access Control Permission

Advanced Function

Linkage Cenfiguration

S 8 KN N KN K

Attendance Confiauration

@ A user name cannot contain any of the following characters: /\ : * ? “< > [. And the length of
the password cannot be less than 8 characters.

@ For your privacy, we strongly recommend changing the password to something of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters,
numbers, and special characters) in order to increase the security of your product.

@ Proper configuration of all passwords and other security settings is the responsibility of the

installer and/or end-user.

Managing the User

Purpose:
After created successfully, the user account is added to the user list on the Account Management page.
You can edit or delete the information of the user accounts.

To edit the information of the user, select the user from the list, and click Biockiy

To delete the information of the user, select the user from the list, and click = Delete

Note: The super user cannot be deleted and its permission cannot be modified.

7.3 System Configuration

Purpose:

The general parameters, card reader, fingerprint machine, and storage server can be configured.

7.3.1 General Settings

Steps:

1. Click Tool->System Configuration to open the System Configuration page.
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System Configuration x

General

+/ Automatic Time Synchroniz.  EVervday |"' 0:00 =

" Auto-login
[+ Prompt Card Reader Inifiali. ..

Restore Default Value

2. Check the checkbox to enable Automatic Time Synchronization.
The Automatic Time Synchronization can operate auto time adjustment to all access control
devices added to the Access Control Client according to specified period and time.
Select the matched day and input the time to operate the time adjustment.
You can check the checkbox to enable auto-login.
You can click the checkbox to enable the message prompt when the card reader initialization is
error.

5. Click Save button to save the settings.

Note: You can click Restore Default Value button to restore the defaults of the general settings.

7.3.2 Card Reader Configuration

Purpose:

The Card Reader should connect with the PC running the client to read the card No..
You should configure the card reader before setting the card.

Steps:

1. Click Tool->Card Reader on the menu to pop up the card reader configuration dialog box.

Card Reader x

Type: DS-K1F100-D8 v
Connection Method: USB
Overtime: 500 ms
Buzzing: ® Yes Mo

Card Mo. Type: Mormal |v

Restore Default Value

2. Set the parameters about the connected card reader.
3. Click Save button to save the settings.
You can click Restore Default Value button to restore the defaults.
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7.3.3 Fingerprint Machine Configuration

The fingerprint machine should connect with the PC running the client for collecting the fingerprint.
Steps:

1. Click Tool->Fingerprint Machine on the menu to open the Fingerprint Machine Configuration

Fingerprint Machine x

page.

Device Type: Optical Fingerprint Scanner b

Serial PotMo.: Com1 v
Baud Rate: 19200 v
Overtime: 20000 ms

Restore Default Value

2. Select the device type, serial port number, baud rate, and overtime parameters of the fingerprint
machine.

3. Click save button to save the settings.
You can click Restore Default Value button to restore the default settings.

Notes:

® |t is supported using device type as Optical Fingerprint Scanner and Capacitive Fingerprint
Scanner.

® The serial port number should correspond to the serial port number of PC.
The baud rate should be set according to the external fingerprint card reader. The default value is
19200.

® Overtime refers to the valid fingerprint collecting time. If the user does not input a fingerprint or

inputs a fingerprint unsuccessfully, the device will indicate that the fingerprint collecting is over.

7.3.4 Storage Server Configuration

You should configure the storage server before capturing the pictures for the storage of captured
pictures.
Steps:

1. Click Tool->Storage Server on the menu to enter the storage server configuration interface.
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Storage Server *

IP Address 127.0.01

Port: 8000

User Name admin

Password: sasee
Configure

2. Input the storage server parameters including IP address, port No., user name, and password.

3. Click Configure button to enter the Remote Configuration interface as follows.

Remote Configuration *

- & System Displaying the Device Information
5 General

Device Type: [ PCNVR_SERVER ]

@ Time
e Channel Number: 0
47 Systern Maintenance

IP Channel Number: 0

% Log
HDD Number: 4
&7 User
i Alarm Input Number: 0
+ @ MNetwark
; Alarm Output Number: 0
+ é Storage
. Device Serial No.: DS-NVR-V120B20151029-FCAA1426153F
+ @ Event

Version Information

Firmware Version: ¥1.2.1 build 151029
Encoding Version: V0.0 build 000000
Panel Version: V0

Hardware Version: 0x0

4. The HDDs of the storage server need to be formatted for the video file and picture storage.
1) Click Storage->General, to enter the HDD Formatting interface.
2) Select the HDD from the list and click Format. You can check the formatting process from the
process bar and the status of the formatted HDD changes from Unformatted to Normal
Status.
Note: Formatting the HDDs is to pre-allocate the disk space for storage and the original data

of the formatted HDDs will not be deleted.
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5.

6.

Configuring the HDD Parameters

®| HDD Mo. | Capacity(GB) | Free Space(GB) | Status Type HDD Group No. | Property
D 180.00 15345 Unformatted Local Group00 Read/Write
E 185.75 185,65 Unformatted Local Group00 Read/Write
v P 50.00 36308.20 Unformatted Local Group00 Read/Write
z 307187 43012 Unformatted Local Group00 Read/Write
Format Update
Progress:

pe |

After formatting of the HDD, you can set the picture storage quota in the Remote Configuration

interface.
Storage Mode: Quota hd
Total Capacity. 3487.62 GB
Quota Ratio For Record: | 50 Sl
Quota Ratio For Picture: | 50| s
Quota Ratio For Addtiona... 0 Sl

Save

Click Save to save the storage server remote configuration settings.

After formatting the HDD and setting the quota, click OK to save the settings.
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